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Law Enforcement Assessment

Dark market vendors are most concerned with arrest, not being hacked. Confidentiality is the
overriding security concern.

“Beyond a Reasonable Doubt” is a tough standard - limit the evidence available to meet that
standard.

Criminal networks must be selective about what they collect.

Encryption is a must but not the only safeguard - Ross Ulbricht employed encryption.

More incriminating evidence must be kept in @ more secure protection domain.

Criminal networks must constantly move. Move to new bullet proof server every two weeks.
Production network is wiped every two weeks.

Constantly improve your “development” system, not your production system.

Deliverable is essentially a text file (stolen credit card info) - use end-to-end encrypted email.
Customer Service doesn’t have to be all that good. Transaction history is deleted after two days.




Cloud Deployment

® Local Testing
O  Front End Application
o  Databases
o Overall Functionality
e Azure Cloud
o  Storing of Dummy Criminal Data

o0  Configuration Challenges
O  The migration to the cloud.




Cloud Deployment Con’t

Why Azure?

Auditing, scalability, and feasibility

B2B Collaboration

Home > Sarahzin Directory >

& Users | All users (Preview)

Sarahzin Directory - Azure Active Directory

& Allusers (Preview)

& Deleted users (Preview)
Password reset

& User settings.

X Diagnose and solve problems

Activity

3 sign-ins

Audit logs

&% Bulk operation results

Troubleshooting + Support

A New support request

«

Mew user

€@ This page includes previews available for your evaluation, View previews =

Mew guest uger

™

| A Search users

14 users found

Name

aambasth
Abhishek Tatti
Anthony Cassar
Chris Shane
Christopher s...
Hanzhou Zhang
jtscubadiver
Louis Uuh
MaryLiza Walk...
Pratyush Prak...
Sarahzin Shane
Shagun Bhatia

shagunb

Tejas Pandey

User principal na..™y

aambasth_usc.eduzE...

atatti_usc.edu#EXTZ...

acassar_usc.edu#EXT...
chrisshane22_gmail.c...
csamayos_usc.edu=E..
hanzhouz_uscedu#E...
jtscubadiver_gmail.co...

uuh_usc.edu=EXT@...

manywalk_uscedu#E

prakhar_usc.edu#EXT..
sarahzic_usc.edu®ex...

shagunbh_usc.edu®E...
shagunb_usc.edu#EX...

tpandey_usc.edu#EX...

gulk operations ~» () Refresh /2 &

+v Add filters

User type
Guest
Guest
Guest
Member
Guest
Guest
Guest
Guest
Guest
Guest
Guest
Guest
Guest

Guest

Directory synced
No
No
No
No
No
No
No
No
No
No
No
No
No

No

' Multi-Factor Authentication

Identity issuer

chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm
chrisshane22gmail.onm

chrisshane2agmail.onm

Company name

Creation type
Invitation
Invitation

Invitation

Invitation
Invitation
Invitation
Invitation
Invitation
Invitation
Invitation
Invitation
Invitation

Invitation




Network Diagram

e Layered Security
o  Application
o DMZ(Webserver)
o  Back-End

e Traditional MySQL Database vs Azure MYSQL

Databases

e Firewalls

Source: Jason's Assignment #2
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Network Components

® Azure Subnetting
o Peering
O  Access Points
® Azure to VPN Client
o OpenVPN
O  Certifications

® Protonmail




ProtonMail

Overview
0  Hosted in Switzerland
o0  End-to-end encryption
0  Uses asymmetric and symmetric encryption

ProtonMail Bridge

Allows local client to use end-to-end encryption

Client/user authenticates to bridge

Bridges authenticates to ProtonMail via APl (SRP Protocol)
Secure Remote Password (SRP) Protocol (RFC 2945) ensures
that the user’s password never leaves local machine

(@]

(@)
(@)
O




Network Topology

Home > Network Watcher

Microsoft

P Search (Clr+/) «

@ overview

Monitoring

2 Topology

B Connection monitor (classic)
@ Connection monitor

@ Netwark Performance Monitor
Network diagnostic tools

B 1P flow verify

® NsG diagnostic

@ Nexthop

. Effective security rules
@ VPN troubleshoot
@& Packet capture

B3 Connection troubleshoat

Metrics

Usage + quotas

Logs
B NsGfiow logs

@ Diagnostic logs

@ Traffic Analytics

o Network Watcher | Topology =

L Download topology

Subscription ©

Resource Group ()

(Azure

virual Network &

[ Azure subscription 1

~ | [ Poly_Road RG

v | [ select virtual network

PR-WVeb01-Ubuntu-ip

D

PR_DMZ

<>

PR_Sub_DMZ

pr-web01-ubuntu796

PR-Web01-Ubuntu-nsg

PR-WebD1-

buntu

)

PR_M mulevuam

[a)

VFN_Gahewa _PolyRD

<>

GatewaySubnet

PR-MiddleApp-

bun...

<>

PR_Sub_Middleware

pr-middieapp-ubun...

PR-MiddieApp-Ubun..

PR-MiddieApp-Ubuntu

D

PR_Internal

<>

PR_Sub_Internal

pr-secretwalletse...

PR

PR




Linux Hardening

Kernel Configuration
o

Protection against SYN flood attacks

B eccho "kernel.exec-shield = 2" > /etc/sysctl.d/50-exec-shield.conf
Restricting access to the kernel logs

B echo "kernel.dmesg restrict = 1" > /etc/sysctl.d/50-dmesg-

restrict.conf

Restricting access to kernel pointers

B echo "kernel.kptr restrict = 1" > /etc/sysctl.d/50-kptr-restrict.conf
Protect against IP spoofing

B echo "kernel.exec-shield = 2" > /etc/sysctl.d/50-exec-shield.conf




Linux Hardening

®  Monitoring System Events with AuditD

o Log every attempt to read/modify the /etc/ssh/sshd configfile:
u auditctl -w /etc/ssh/sshd config -p warx -k sshd config modified
o Log changes to /etc/passwd:

| auditctl -w /etc/passwd -p wa -k passwd modified
e} Monitor /etc/sudoers for changes:
u auditctl -w /etc/sudoers -p wa -k sudoers modified
o Log all invocation of “useradd” command:
[ ] auditctl -a always,exit -F exe=$(which useradd) -F arch=b64 -S execve -k
useradd executed
o Log insertion and removal of kernel modules:

| auditctl -a always,exit perm=x -F auid!=-1 -F path=/sbin/modprobe -k
modules event

| auditctl -a always,exit perm=x -F auid!=-1 -F path=/sbin/rmmod-k modules event




Firewall

® The Host-Based Firewall
o Security Groups
o Implicit-Deny
e  Externally Managed Firewall
o Costs( Currently not configured)
o What about in the current industry?
® Azures Firewall
o Network Segmentation
o Easy Configuration
e Open Ports
o Management ports(SSH)
o Web Traffic(HTTP and TLS)
o  What would change in a real environment?




Database Management & Middleware (Abhishek Fill

in)

The database running in pr-customerdb-mysql VM in azure is a MYSQL database. The Structure of the table is as follows:

OO0 O0OO0Oo

INVENTORY:

MIDDLEWARE:

TABLE NAME: TRANSACTIONS

ID - Primary key

TRANSACTION_ID: Transaction id submitted by the customer, generated after successful payment
EMAIL: The email address on which the user wants to receive the stolen credentials files.
ITEM_ID: The item/list of stolen credentials selected by the customer.

The inventory containing stolen credentials is not a database but is a folder of 3 files hosted on the PR-SecretWalletServer-Ubuntu VM in azure. Each
of the files is associated with a product sold on the website.

The middleware will run as a python flask application and is hosted on PR-MiddleApp-Ubuntu VM in azure.

This app provides an APl endpoint for the frontend and will extract the fields from the header and store them in variables which can later be used to
perform operations on the database.

The biggest benefit of using the middleware is that it doesn’t allow the web server to directly access your database thus provides a second layer of
security against attacks like XSS or SQL injection.




Tor Implementation(Abhishek)

M O ao/ac™H g

Onion address: osxxpy52da6w66r3.onion o s secm s

Advantages of Tor Network

Dummy Shop

ilt for educational purposes, DO NOT send money!

Apple
You can access the deep dark internet websites and blocked websites. oe

You can hide your original Internet Protocol (IP) address.

You will be able to access non-indexed pages in google, bing, Yandex
etc search engines.

It hides all the data regarding the source(which is you) and the
destination.

It also protects the information passed onto the network.




Front End Application(Ayush and Hanz)

Dummy Shop
This is a test project built for educational purposes, DO NOT send money!

e Because of the anonymity, our frontend only

has two pages: index page and checkout Banana Apple
= @
e The index page shows the price and the items Fp— i
that the customer can choose.
Mango Guava
e We conceal the actual criminal information
and only the people who know this website @ %

know what those items actually mean.

stoo0.00 [N $1000.00




Front End Continued:

e The checkout.page shows the payment details

e Customers need to enter the item quantity, Bitcoin
transaction ID and the email ID in order to finish the
request.

Frontend will send a POST request which includes the item
ID, email address and transaction ID to
http://10.0.1.4:5000/ middleware.

Dummy Shop

This is a test project built for educational purposes, DO NOT send money!

Payment Details
We only accept payment through Bitcoin

Address to send money to: Some value

Item: 1 dozen Bananas
Price: $1000

Quantity:

Enter the Transaction ID:

{

Email ID:

GO BACK SEND REQUEST!



http://10.0.1.4:5000/

IDS or SIEM

Why we chose not to include this in our project?

(0]

O
O
O
O

Non-Existent in current infrastructure project

Historically, online dark market vendors are most concerned with arrest.

Silk road was hacked numerous times and blackmailed.

Must weigh the value of identifying hackers versus the impact that collected data would have on a prosecution.
Better to constantly improve “development system” which is put into production every two weeks on different

bullet-proof server.




Red Teaming and Penetration Testing

Active Reconnaissance Tools

o Nmap

[ Nmap -sC -sV -vv -0A web01 13.66.168.190
o  Nikto

m  Nikto-Call-h 13.66.168.190
e} Nessus

m  Seereport “Web01_igi3bm.html”
o BurpSuite
m  Seereport “Burp_Suite_Report_2.html”




Nmap - Front End

| Nmap 7.91 scan initiated Fri Apr 23 13:13:21 2021 as: pmap, -Pn -sC -sV -p- -oN frontend.txt 13.66.168.190
Nmap scan report for 13.66.168.190
Host is up (8.040s latency).
Not shown: 65531 filtered ports
STATE SERVICE VERSION
ssh OpenSSH 7.6p1 Ubuntu 4ubuntu@.3 (Ubuntu Linux; protocol 2.0)

ee (RSA)
(ECDSA)
£2:39:29122; ' (ED25519)
9/tcp  closed http
443/tcp closed https
3000/tcp open  ppp?
fingerprint-strings:
GetRequest:
HTTP/1.1 200 0K
Cache-Control: no-: slnre, must-revalidate
X-Powered-By: Next.
ETag: “10as: OJXPTznt\RNnZLASJBMfKQnN“
Content-Type: text/html; charset=utf-8
Content-Length: 4261
Vary: Accept-Encoding
Date: Fri, 23 Apr 2021 20:15:36 GMT
Connection: close
<!DOCTYPE html><html><head><style data-nex hi.d: fouc="true">body{display: none)(/stylexngs;rxpt data- ngx t\sdg qug-"true"><sty\e>body{display bLo:k)</style></nn$€ pt><meta name="viewport"
content="width=device-width"/><meta charSet="yt 1le>Shop</title><link rel="icon" href="/f, t-head-count” content="4"/><noscript, data-t ></nosCript><link
rel="preload" href="/ next/s(atl:l(hunks/y{ebﬁag“ is’ts 1619208936538" as="scrip '/ next/sta:1:/cnunks/na&n.15’(;-1619238935538" as="script"/><link rel="preload" href="
static/chunks/pages/_app.is71s=1619208936538" a
HTTPOptions:
HTTP/1.1 200 OK
Cache-Control: no-store, nust-revalidate

X-Powered-By: Next.
ETag: "10as: EO‘(MWJ(\K}EI\OM‘H)SJKW&SK
Content-Typ t/html; charset=utf-8
Content-Lengt! 4261

Vary: Accept-Enco
te: Fri, 23 Apr 2021 20:15:36 GMT

Connection: close

0CTYPE html><html><head><style data-next-hide-fouc="true">body{display:no )</style>< 05/
'width=device-width"/><meta charSet="y "/><title>Shop</title><link i
r reload” href="/_next/static/chunks/webpack.is?ts=1619208936783" as="script"
static/chunks/pages/_app. i$7t5=1619208936783" a

| Help,

I HTTP/1.1 400 Bad Request

] Connection: close

"true"><style>body{displ.
next-head-count” content="4"/><ngsc.
1619208936785+ 5

o3, dataznext-hide=fo
o' /><meta nam
7 -hext/static/chunks/mALnals

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgiZnew-service :

SF-Port3000-TCP:V=7.91%I=7%D=4/23%T ine=60832AE8%P=x86_64-apple-darwiniz.7.
SF:0%r (GetRequest, 1180, "HTTP/1\.1\x20200\x200K\r\nCache-Control:\x2@no-sto
€, \x20must-revalidate\r\nX-Powered-By: \x20Next\. 1s\ r\nETag: \x20\"10a5-
KOnfU\"\r\nContent-Type:\x20text/html;\x20charset
h 04261\ r\nVary:\x2@Accept-Encoding\r\nDate:\
SF:x20Fri, \x2023\x20Apr\x202021\x2020: 1. 36\x20@4'\r\n(onne(tlon'\xZOclose
SF:\r\n\r\n<!DOCTYPE\x20html><html><head><style\x20data-next-hid
H \">body{display:none}</style><noscript. hide-fou
<style>body{displa \nck)</sty1e></nuscr.\ppqeta\xzoname ewRor,
\"\x20content=\"width=device-width\"/><meta\x20charSet=\"utf-8\"/><tit
e>Shop</title><link\x20rel=\"icon\"\x20href=\"/favicon\.ico\"/><meta\x
Bname=\"next-head-count\"\x28content=\"4\"/><nos, \x20data-n-css=\"
"></ng§;r;p‘><lmk\xzere1'\"vrelaad\"\x20href~
b 7t

X: re "/_next/static/chunks/main\.js\?ts=1619208936538\"\x20as=\"
cript\"/><link\x20rel=\"preload\"\x28href=\"/_next/static/chunks/pages
_app\. 15\ 7t5=1619208936538\"\x20a" )%r (Help, 2F, "HTTP/1\.1\x20400\x20Bad
x20Request\r\nConnection:\x20close\r\n\r\n")%r(NCP,2F, "HTTP/1\.1\x2040
\x20Bad\x20Request\r\nConnection:\x20close\r\n\r\n")%r(HTTPOptions, 118
"HTTP/1\.1\x20200\x200K\ r\nCache-Control:\x2@no-store, \x20my: revali
ate\r\nX-Powered-By:\x20Next\. is\r\nETag: \x20\"10a: E&.‘lnz.ux,l K )
(x;mqyss,\\ \r\nContent-Type:\x20text/html; \x20charset=utf-8\r\nContent—
en X204261\r\nVary:\x2@Accept-Encoding\r\nDate: \x20Fri, \x2023\x20A




NIKTO

Frontend Server

Last login: Sat Apr 24 13:14:48 on ttys@02

shagunbhatia@usc-guestwireless-upc-newscé6351 ~ % nikto

-host 13.66.168.190:3000

- Nikto v2.1.6

+ Target IP: 13.66.168.190

+ Target Hostname: 13.66.168.190@

+ Target Port: 3000

+ Start Time: 2021-04-24 13:17:52 (GMT-7)

I+ + + + + + + +

Server: No banner retrieved
Retrieved x-powered-by header: Next.js

Server leaks inodes via ETags, header found with file /, fields: @x1@a5 @xDw4gg3p4+t+SOWAAPAAT2Ac66Mg

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type

Uncommon header 'refresh' found, with contents: 0;url=/dXKqfPBq
No CGI Directories found (use '-C all' to force check all possible dirs)




Nessus

( nessus

WebO1

Fri, 23 Apr 2021 07:33:09 PDT

TABLE OF CONTENTS

Hosts Executive Summary
* 13.66.168.190

Hosts Executive Surmmary

13.66.168.190

CRITICAL HIGH MEDIUM

Low

Report generated by Nessus™

Collapse All | Expand All

13

INFO




Severity CVSSv3.0  Plugin Name
m N/A 45590 Common Platform Enumeration (CPE)
[ nFo | N/A 54615 Device Type
N e S S u S m N/A 24260 HyperText Transfer Protocol (HTTP) Information
N/A 117886 Local Checks Not Enabled (info)
m N/A 50344 Missing or Permissive Content-Security-Policy frame-ancestors HTTP Response Header
m N/A 50345 Missing or Permissive X-Frame-Options HTTP Response Header
m N/A 11219 Nessus SYN scanner
N/A 19506 Nessus Scan Information
[ weo | N/A 11936 0S Identification
m N/A 70657 SSH Algorithms and Languages Supported
m N/A 10881 SSH Protocol Versions Supported
m N/A 10267 SSH Server Type and Version Information
[ neo | N/A 22064 Service Detection
[ neo | N/A 25220 TCP/IP Timestamps Supported
m N/A 110723 Target Credential Status by Authentication Protocol - No Credentials Provided
m N/A 10287 Traceroute Information
N/A 91815 Web Application Sitemap
[ wro ] N/A 10662 Web mirroring




Burp Suite

BurpSuite

Professional

Burp Scanner Report

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information.
This reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects
the inherent reliability of the technique that was used to identify the issue.

Confidence
Certain Firm Tentative Total
High 0 0 0
Medium 0 0 0
Severity
Low 0 0 1
Information 2 0 25

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and
the bars fade as the confidence level falls.

Number of issues

2 3 4

o
N

High

Severity Medium

Low




Burp Suite Contents

1. Unencrypted communications

2. Cross-origin resource sharing

2.1. http://13.66.168.190:3000/

2.2. http://13.66.168.190:3000/_next/static/chunks/main.js

2.3. http://13.66.168.190:3000/_next/static/chunks/pages/_app.js

2.4, http://13.66.168.190:3000/_next/static/chunks/pages/_error.js

2.5. http://13.66.168.190:3000/_next/static/chunks/pages/index.js

2.6. http://13.66.168.190:3000/_next/static/chunks/polyfills.js

2.7. http://13.66.168.190:3000/_next/static/chunks/react-refresh.js

2.8. http://13.66.168.190:3000/_next/static/chunks/webpack.js

2.9. http://13.66.168.190:3000/_next/static/development/_buildManifest.js
2.10. http://13.66.168.190:3000/_next/static/development/_ssgManifest.js
2.11. http://13.66.168.190:3000/robots. txt

3. Cross-origin resource sharing: arbitrary origin trusted

3.1. http:/13.66.168.190:3000/

3.2. http://13.66.168.190:3000/_next/static/chunks/main.js

3.3. http://13.66.168.190:3000/_next/static/chunks/pages/_app.js

3.4. http://13.66.168.190:3000/_next/static/chunks/pages/_error.js

3.5. http://13.66.168.190:3000/_next/static/chunks/pages/index.js

3.6. http://13.66.168.190:3000/_next/static/chunks/polyfills.js

3.7. http://13.66.168.190:3000/_next/static/chunks/react-refresh.js

3.8. http://13.66.168.190:3000/_next/static/chunks/webpack.js

3.9. http://13.66.168.190:3000/_next/static/development/_buildManifest.js
3.10. http:/13.66.168.190:3000/_next/static/development/_ssgManifest.js
3.11. http://13.66.168.190:3000/robots.txt

4. Input returned in response (reflected)

5. Frameable response (potential Clickjacking)

5.1. http:/13.66.168.190:3000/
5.2. http://13.66.168.190:3000/robots.txt




1. Unencrypted communications

Summary

Severity: Low

Confidence: Certain
Host: http://13.66.168.190:3000
Path: /

Issue description

The application allows users to connect to it over unencrypted connections. An attacker suitably positioned to view a legitimate user's network traffic could record
and monitor their interactions with the application and obtain any information the user supplies. Furthermore, an attacker able to modify traffic could use the
application as a platform for attacks against its users and third-party websites. Unencrypted connections have been exploited by ISPs and governments to track
users, and to inject adverts and malicious JavaScript. Due to these concerns, web browser vendors are planning to visually flag unencrypted connections as
hazardous.

To exploit this vulnerability, an attacker must be suitably positioned to eavesdrop on the victim's network traffic. This scenario typically occurs when a client
communicates with the server over an insecure connection such as public Wi-Fi, or a corporate or home network that is shared with a compromised computer.
Common defenses such as switched networks are not sufficient to prevent this. An attacker situated in the user's ISP or the application's hosting infrastructure
could also perform this attack. Note that an advanced adversary could potentially target any connection made over the Internet's core infrastructure.

Please note that using a mixture of encrypted and unencrypted communications is an ineffective defense against active attackers, because they can easily
remove references to encrypted resources when these references are transmitted over an unencrypted connection.

Issue remediation

Applications should use transport-level encryption (SSL/TLS) to protect all communications passing between the client and the server. The Strict-Transport-
Security HTTP header should be used to ensure that clients refuse to access the server over an insecure connection.




2. Cross-origin resource sharing

Issue background

An HTMLS5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the
domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

If another domain is allowed by the policy, then that domain can potentially attack users of the application. If a user is logged in to the application, and visits a
domain allowed by the policy, then any malicious content running on that domain can potentially retrieve content from the application, and sometimes carry out
actions within the security context of the logged in user.

Even if an allowed domain is not overtly malicious in itself, security vulnerabilities within that domain could potentially be leveraged by an attacker to exploit the
trust relationship and attack the application that allows access. CORS policies on pages containing sensitive information should be reviewed to determine
whether it is appropriate for the application to trust both the intentions and security posture of any domains granted access.

Issue remediation

Any inappropriate domains should be removed from the CORS policy.




3. Cross-origin resource sharing: arbitrary origin trusted

Issue background

An HTMLS5 cross-origin resource sharing (CORS) policy controls whether and how content running on other domains can perform two-way interaction with the
domain that publishes the policy. The policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

Trusting arbitrary origins effectively disables the same-origin policy, allowing two-way interaction by third-party web sites. Unless the response consists only of
unprotected public content, this policy is likely to present a security risk.

If the site specifies the header Access-Control-Allow-Credentials: true, third-party sites may be able to carry out privileged actions and retrieve sensitive
information. Even if it does not, attackers may be able to bypass any IP-based access controls by proxying through users' browsers.

Issue remediation

Rather than using a wildcard or programmatically verifying supplied origins, use a whitelist of trusted domains.




4. Input returned in response (reflected)

Summary

Severity: Information

Confidence: Certain

Host: http://13.66.168.190:3000
Path: Irobots.txt

Issue detail

The name of an arbitrarily supplied URL parameter is copied into the application's response.

Issue background
Reflection of input arises when data is copied from a request and echoed into the application's immediate response.

Input being returned in application responses is not a vulnerability in its own right. However, it is a prerequisite for many client-side vulnerabilities, including cross-
site scripting, open redirection, content spoofing, and response header injection. Additionally, some server-side vulnerabilities such as SQL injection are often
easier to identify and exploit when input is returned in responses. In applications where input retrieval is rare and the environment is resistant to automated
testing (for example, due to a web application firewall), it might be worth subjecting instances of it to focused manual testing.




5. Frameable response (potential Clickjacking)

There are 2 instances of this issue:

o /
e /robots.txt

Issue description

If a page fails to set an appropriate X-Frame-Options or Content-Security-Policy HTTP header, it might be possible for a page controlled by an attacker to load it
within an iframe. This may enable a clickjacking attack, in which the attacker's page overlays the target application's interface with a different interface provided
by the attacker. By inducing victim users to perform actions such as mouse clicks and keystrokes, the attacker can cause them to unwittingly carry out actions
within the application that is being targeted. This technique allows the attacker to circumvent defenses against cross-site request forgery, and may result in
unauthorized actions.

Note that some applications attempt to prevent these attacks from within the HTML page itself, using "framebusting" code. However, this type of defense is
normally ineffective and can usually be circumvented by a skilled attacker.

You should determine whether any functions accessible within frameable pages can be used by application users to perform any sensitive actions within the
application.

Issue remediation

To effectively prevent framing attacks, the application should return a response header with the name X-Frame-Options and the value DENY to prevent framing
altogether, or the value SAMEORIGIN to allow framing only by pages on the same origin as the response itself. Note that the SAMEORIGIN header can be
partially bypassed if the application itself can be made to frame untrusted websites.




Vulnerability Management

Unencrypted Communication
Cross-end Resource Sharing
Clickjacking Attack possible
API Security headers Missing

Frontend Server

Last login: Sat Apr 24 13:14:48 on tiysed2
shagunbhatisBuse-guestmireless-upe-newscsd51 ~ X nikto -hast 13.86.168.199:3080
- Nikto v2.1.6

+ Target 19: 13.66.168.190
+ Target Kostname:  13.66.168.199
+ Target Port 3086

+ Start Time: 2021-84-24 13:

+ Survar: Na bamner retrieved
+ Retrieved x-powered-by header: Next.js

+ Server lesks dnodes via ETags, header found with file /, fields: OxL8a5 8xDwéggdpest+SONAAPARTZACSSMY

+ The anti-clickjacking X-Frams-Options header is not present

+ The X-XSS-Protection header is not defined. This headsr can hint to the USET agent to protect against sons forms af

© T 3-Content-Type-Otions hesder 1o not set. This Could allon the ubdr Spent o FRGer The conient of the 1ite in & GEFfarent faskion 1o the NIME type
+ Uncomaon header ‘refresh' found, with contents: B;url=/oXKarPEq

+ No CGI Birectories found (use '~C all' to force check all passible dirs)

Middleware server
shagunbhatiafusc-guestwireless-upc-newsctdsl ~ X nikto <host 13.66.135,19:5000
oyt g

+ Torget IP: 13.66,135.19
+ Torget Hostname:  13.66.135.19

+ Torget Part:

+ Start Tine 2021-04-24 13:16:12 (ONT-7)

0.1 Pythen/a.e.e
g X-Frae-dptisns hesdr s 00t presam

+ The K-XSS-Protection haa et dutined: Thin hasser om hint e the war sgent 1o pretect spuinst some fame of X

 The T-Tontent-Type-0ptiom hesder 15 not set. This could sT1om the wser spent o render e sontent of tne sive in o gifferent fashion to the NINE type

€ © & MotSecure

13.66.168.190.3000 )

Aopr M Gwl @ Volibe @ ADetwledGuide.. [} C5253- We €3 GUbb-prharl. @ Chieome 55 @ Lghiniog Crpaie.. (§ Werkdey slsfors.. B8 Duiing s contain

Dummy Shop
This is a test project built for educational purposes, DO NOT send money!

Banana

Qummmmmmmwmm

System Informstion
« Pore upstress Kl
i)
Nttps: imicron 5 e
ets it
& suctages cae ke u ST
9 0f these ups

+ Detug sode: ot
+ Roaning on Mo,

Website is vulnersble to clickjacking!

Dummy Shop

This is a test project built for educational
purposes, DO NOT send money!

Banana




Risk Assessment

The Top Risks

1.

Unencrypted Communication : The site does not show any sensitive information you just select the

package you want to buy and give email id
The site collects logs of the transaction for short time interval and later delete the information

Middleware application is public facing but it whitelist the ip that it can accept the communications

from




Conclusion

Any Questions?




Agenda

1440-1515 Market of Mystery Brief (and discussion)
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Use Your riddleBITs
Buy Something Shady

USC Viterbi
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Market of Mystery

Team Members

Aditya Goindi -

Amarbir Singh - Deployment

Carol Varkey — Middleware/DBs/Deployment
Dwayne Robinson - Pen Test

Marco Gomez - FWs/SSL/Deployment

Yang Xue - Frontend/Deployment

Alejandro Najera - IDS/Honeypot
Azzam Alsaeed - EVERYTHING

Doug Platt - IDS/Honeypot
Malavika Prabhakar - IDS/Honeypot
Shanice Williams - FW Rules

Whole Team - Pen Testing




Market of Mystery

High Level System Description

The system is designed to allow us as the seller of stolen goods to sell to
confirmed buyers while protecting, limiting, and hiding the amount of information we
collect and maintain. A buyer is required to enter the Tor Network to view our website.
As buyer(s) initially peruse our website, they must confirm to consent to the use of the
website, they are 18 years old or older, and not affiliated with law enforcement to gain
entry into the Market. Once in, the buyer can scan what we have for sale such as:
OnlineFlix, MoneyPal, NoTube, and various other Stolen Goods. For payment, the
buyer will input their riddleBIT®™ (not really TM, but we want it to sound official)
address and it will be verified to ensure they have enough riddleBITs. Once the
transaction is complete the buyer will be able to download the purchase and with an
encryption key decipher the product.
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Network and Server Architecture

DMZ Domain — Frontend

USC Viterbi

School of Engineering University of Southern California



Network and Server Architecture cont.

Marketplace of Mystery

lag

PROCEED

C @ uij i 2k6t7y3kawoh? onion

Marketplace of Mystery

| agree with the terms and conditions of the website. | agree
[[] that | am 18 vears of aqe or older and not affiliated with law

forcement

USC Viterbi

School of Engineering

Marketplace of Mystery

University of Southern California



Network and Server Architecture cont.

Marketplace of Mystery

C @ tr7jsfetvhrik7tpgmcaaxlixwbu2k6t7y3kawoh7u2vpxdfbléssweqd.onion/item - % O 4

Marketplace of Mystery

HOMEPAGE
Enter Rit Strina *
Name: HackedMail

Type: Email Bit String can't be empty!
Quantity: 10

Price: 5

USC Viterbi

School of Engineering University of Southern California



Network and Server Architecture cont.

Marketplace of Mystery

Marketplace of Mystery

USC Viterbi

School of Engineering University of Southern California



Network and Server Architecture cont.

DMZ Domain — Tor/Web Server

= C  ©® ~o u7j6fetvhrjk7tpgmecaaxlxwbu2k6t7y3kawoh7u2vpxdfbl6ssweqd.onion

ﬂ'o tr7j6fetvhrjk7tpgmcaaxixwbu2k6t7y3kawoh7u2vpxdfbléssweqd.onion
is requesting that you authenticate.

Learn more

|Enter your private key for this onion service

B Remember this key

Done Cancel

USC Viterbi

School of Engineering University of Southern California




Network and Server Architecture cont.

DMZ Domain — HoneyTraps, HoneyWall, and HoneyNet

Canarytoken triggered

Basic Details

Channel

USC Viterbi

School of Engineering

University of Southern California



Network and Server Architecture cont.

DMZ Domain — HoneyTraps, HoneyWall, and HoneyNet

Incident List
History for Canarytoken:
veahpnntbbkeglizjn8ybhd3j

Incident Map Incident List

USC Viterbi

School of Engineering University of Southern California



Network and Server Architecture cont.

DMZ Domain — HoneyTraps, HoneyWall, and HoneyNet

Q tr7j6fetvhrik7tpgmcaaxixwbu2k6t7y3kawoh7u2vpxdfbléssweqd.onion/?id=3 or 'a’="a’

® nttp://r7j6fetvhrik7tpgmcaaxixwbu2k6t7y3kawoh7u2vpxdfbléssweqd.onion/?id=3 or "a’="a" — Visit

This time. searchwith: ¥ »*» ©@ ® B ¥ Y G /a mommywieory

USC Viterbi

School of Engineering

Congratulations!

You ar ning Bitnami Access phoMyAdmins==D3
Bitnami Documentation 3

Bitnami Forums ]

University of Southern California
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Network and Server Architecture cont.

DMZ Domain — HoneyTraps, HoneyWall, and HoneyNet
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@ vty 1o o
@ = Last 8 days S— m
) ; . , y & e
‘ Cockpit - ‘ Cyberchet .Q]-‘ , eyt - = Kibana > u SecurtyMeter -l S
4 J 4 3 s = ! ] 252,025 168,311 19,152 14 925 3 201 1 078 'I 004 917 310 23
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Network and Server Architecture cont.

Server Domain — IDS/SIEM

File Edit View Search Terminal Help
ubuntu@ubuntu:~$ clamscan --infected --remove --recursive fhome/ubuntu/Desktop/

——————————— SCAN SUMMARY -----------
Known viruses: 2226383

Engine version: 0.102.2

Scanned directories: 14

Scanned files: 62

Infected files: ©

Data scanned: 9.72 MB

Data read: 4.66 MB (ratio 2.09:1)
Time: 11.842 sec (@ m 11 s)
ubuntu@ubuntu:~$

USC Viterbi

School of Engineering University of Southern California



Network and Server Architecture cont.

Server Domain — IDS/SIEM

OVERVIEW AGENTS

AGENT CONTROL

Automatic HIDS deployment is only
you are unable to deploy a HIDS agent
et detai

AGENT NAME
allenvault (ser
Inventory_DB
MOM_DB
Webserver
Middleware

Tpot_HoneyNet

ha
machine

Viterbi

AGENTLESS

alienvault

InventoryDB

MomDB

Webserver

Middleware

tPotHoneyNef

School of Engineering

indows OS defined in the asset di
you may need to update the OS field on the

CONFIG

HIDS CONTROL

Is pages. If

AGENT INFORMATION

IP/CIDR

127.0.0.1

192,168.15.1

192.168.10.1

10.5.5.

10.5.5.2

10.5.5.4

127.0.0.1

192.168.10.1

10552

10.5.5.4

CURRENT USER

ol
s

EXECUTIVE

STATUS
Active/local
Active
Active
Active
Active

SIEM VS LOGGER

Active

P 5 ALARMS

WELCOME ADMIN |

28

ANALYSIS ENVIRONMENT

10 EVENT CATEGORIES

ALIENVAULT 192.168.86.208 | O SETTINGS  SUPPORT  LOGOUT

&

REPORTS

TOP OTXACTIVITY IN YOUR E

SIEM: EVENTS BY SENSOR/DATA SOURCE

University of Southern California
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Network and Server Architecture cont.

Server Domain — Middleware

USC Viterbi
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Network and Server Architecture cont.

DB Domain — Databases

USC Viterbi

School of Engineering University of Southern California



1‘//
N

=
=0—&
Sl

Network and Server Architecture cont.

DB Domain — Databases

USC Viterbi

School of Engineering University of Southern California
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Risk Assessment/Vulnerability Analysis

Database-Related Risks

USC Viterbi

School of Engineering University of Southern California
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Risk Assessment/Vulnerability Analysis cont.

Database-Related Risks

USC Viterbi

School of Engineering University of Southern California
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Risk Assessment/Vulnerability Analysis cont.

TOR-Related Risks

USC Viterbi

School of Engineering University of Southern California
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Risk Assessment/Vulnerability Analysis cont.

Information Flow-Related Risks

USC Viterbi

School of Engineering University of Southern California
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Risk Assessment/Vulnerability Analysis cont.

Pen Testing

USC Viterbi

School of Engineering University of Southern California



Risk Assessment/Vulnerability Analysis cont.

Pen Testing

::::Probely

Hello!

Probely finished scanning and found the following vulnerabilities.

USC Viterbi

School of Engineering University of Southern California



Risk Assessment/Vulnerability Analysis cont.

Pen Testing

Kali-Linux-2021.1-vbox-amd64 [Running]

vsm

Automated Scan

USC Viterbi

School of Engineering University of Southern California



Risk Assessment/Vulnerability Analysis cont.

Pen Testing

BIVIR] - oo
ol

DASHBOARDS
VULNERABILITIES

SCAN JOBS

SCAN TIME:

PROFILE:

USC Viterbi

School of Engineering

WELCOME ADMIN | ALIENVAULT 192.168.86.208 |

28 A 5]

ANALYSIS ENVIRONMENT REPORTS

GENERATED:
JOB NAME:

Vulnerabilities Found - 236

SUMMARY OF SCANNED HOSTS

HOSTNAME High /] Medium

@ SETTINGS SUPPORT LOGOUT

X

CONFIGURATION

University of Southern California



Risk Assessment/Vulnerability Analysis cont.

Pen Testing

Differences Since Last Scan

New Issues Discovered

Critical

High

Medium

Low

Previous Issues Resolved

Critical

High

Medium

Low

Direction of Travel

USC Viterbi

School of Engineering

University of Southern California
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Risk Assessment/Vulnerability Analysis cont.

Pen Testing

USC Viterbi

School of Engineering University of Southern California



Agenda

1525-1540 Poly Road Demonstration

USC Vlterbl
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Agenda

1540-1555 Market of Mystery Demonstration

USC Vlterbl

School of Eng



Agenda

1555-1630 Class Discussion
 Red-Team Hypotheses and Rebuttals

1630-1720 Review and Logistics for Final Exam

USC Vlterbl

School of Engineering University of Southern California



Challenge for 2" Project

« Your organization must:

— Accept Bitcoin as payment (not really, but it must accept something that stands in for bitcoin)

— Manage an inventory of stolen account identifiers with passwords
* Enable the sale of collection of such information in exchange for your stand-in for bitcoin
» Control access to such information

— Prevent collection of evidence or intelligence by third parties.

— Note, do not deal in any illegal goods, but use dummy information to stand in for such goods. Also,
do not use terms associated with such illegal goods or information in communications, make up
new names for this dummy information.

USC Viterbi

School of Engineering h li\.-’CI‘Sit}-" of Southern California




Agenda

1630-1720 Review and Logistics for Final Exam

USC Vlterbl

School of Engineering University of Southern California



Final Exam

The Final exam for Data Science 526 will be held
Monday May 10", 2021

2PM to 4PM Pacific Time
(I will also allow it to be taken from 6PM — 8PM upon request)

Online

Exam will be Open Book / Open Note
It will be taken Electronically
We will Discuss Logistics and Review
near the end of Lecture

USC Vlterbl

School of Eng




Material for Final Exam

 The exam is comprehensive
— But the emphasis will be on material since the mid-term exam.

« There will be at least one question related to one of the group
projects.

— Structured so that your answer will be about the parts of the group project
that you contributed to the most.

* There will be a scenario question (hypothetical or from the news)
— | will send all students the scenario to consider by Wednesday May 5™,

USC Viterbi

School of Engineering h li\.-’CI‘Sit}-" of Southern California




Selected Slides for Review

« This is not all the material you need to know, but it includes
some of the slides from the semester that provide a framework
for material that may be included.

 You should review ALL of:

— The lecture slides
— The readings linked from the lecture slides

» Either as assigned for the future week, or as included in the current weeks
discussion.

» | suggest you download these to your computer for reference during he exam
since you are not permitted to access the internet (other than for submission or
asking questions of the instructor) during the time that you are taking the exam.

* You may refer to any documents that you have downloaded, or physical notes in
your possession.

— Especially important will be the NIST documents that were discussed in

lecture.

USC Viterbi

School of Engineering h li\.-’CI‘Sit}-" of Southern California




Course Outline

 Introduction to Secure System Administration

« Generation of Security Requirements

« NIST Best Practices — Linux System Administration
« Composition of systems and protection domains

« Configuration Management, System Updates

« Adversarial Security — Pen Testing — Read Teaming
* Virtualization and Cloud Security

« Incident Response Planning

« Network Administration

« Network Monitoring and Attack Forensics

« Security Incident Event Management

« Group Project Testing and Debrief

« Accreditation and acceptance testing

USC Vlterbl

School of Eng ng University of Southern California




Introduction to |
Secure System Administration

« Secure

— Ability to correctly implement relevant policy
« System

— A computer?

— A network?

— The combination of all system components implementing a particular
function

 Administration

— Selection of components (purchases of products)
— Architecture — how the pieces fit together

— Installation and configuration

— Security Testing

— QOperation

— Monitoring

— Repair and Maintenance

— Threat response

USC Vlterbl

School of Eng ng I..Tlli\.-’CI‘Sit}-" of Southern California




Information Flow and Containment

* Understand your applications
Information Flow:
—What Is to be protected
—Against which threats
—Who needs to access which apps
—From where must they access it

* Do all this before you invest in the latest
products that salespeople will say will
solve your problems.

USC Vlterbl

School of Eng



System Administration

« What must be administered.:
— User accounts — Least Privilege
— Software
— Servers
— Storage
— Network (next slide)
— Keys
— Monitoring
— Logs and Audit
« Core principles
— Minimization

School of Eng

USC Vlterbl



Network Administration

* Creation of network protection domains

— Firewalls

— VLANS

— VPNs for access

— Ipsec

— Wireless Management
* Network Monitoring

 Network Admission Control

School of Eng

USC Vlterbl



SIEM Monitoring - Forensics

* Network Attack Administration (SIEM)
« Network Monitoring and Attack Forensics

USC Vlterbl

School of Eng




Accreditation and acceptance

Determining when it is OK to bring your system live
Certification for government agencies
Periodic audits

Certification for customers or upstream parties
— E.g. PCI Compliance

USC Vlterbl

School of Eng



Administration vs Development

 Different stages in system life cycle

— Administration is concerned with installation, interconnection, configuration,
operation, and decommissioning
— Administration is concerned with the environment

— Development addresses the architecture of the system (or part of a system)
« Depends on assumptions

« Security fails when environmental assumptions are violated.

— Let’s brainstorm on examples of such assumptions that led to security
failures when they no longer held.

USC Vlterbl
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A Reasonable Outline(1)

* Motivation and Principles

— Written altruistically, but in reality, the goals
are to protect your organization.
— Mentions Classes of Data and Consequences

« E.g. Some Material from NIST Risk
Management Framework

— Acknowledgement of the threat environment
* E.g. The Global System Environment (from GIACS)

USC Vlterbl

School of Eng




A Reasonable Outline(1)

* Description of System (applicability)
— Inventory: Systems, Devices, Data

* Motivation and Principles
— Written altruistically, but in reality, the goals
are to protect your organization.

— Mentions Classes of Data and Conseguences
« E.g. Some Material from NIST Risk
Management Framework

— Acknowledgement of the threat environment
* E.g. The Global System Environment (from GIACS)

* High level assignment of responsibilities

USC Viterbi

School of Engineering




A Reasonable Outline(2)

» Security Requirements and Metrics

—What is to be protected against what threats

« Consequences to organization of breaches

— Required level of protection to each class of asset
* Required approaches to providing that protection
* Metric regarding strength of mechanisms to be applied.

* Physical and Personnel Security Constraints
— Who will have access
— Access controls on physical systems

School of Eng
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A Reasonable Outline(3)

* Requirements on Specific Categories of
Controls

— Access Control — Media Protection

— Training — Personnel Security

— Audit — Physical Protection

— Configuration — Risk Assessment
Management — Security Assessment

— Identity Management — Sys and Comm

— Incident Response Protection

— Maintenance — Integrity

—Vendor Requirements — Software Requirements

USC Viterbi

School of Engineering



Points of Policy

'.’ 1. View record #123 6. View record #123
‘e’ g
® - PR

A 5. Permit, Alice can

2. CanAlice view | view record #123
record #1237 | !
A 4
— é Evaluate policies
J— €
— 4. Retrieve
additional attributes

¢ Manage policies

By Axiomatics - Axiomatics, CC BY 3.0, https://commons.wikimedia.org/w/index.php?curid=48397652

USC Viterbi
University of Southern California
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Network Administration

* Creation of network protection domains
— Firewalls
— VLANSs
— VPNSs for access
— Ipsec
« Define required characteristics

— Where is encryption required
— This is policy and administration

School of Eng

USC Vlterbl



Reading for Next Week

NIST Special Publication 800-171
Revision 2

https://nvipubs.nist.gov/nistpubs/SpecialPubli Protecting Controlled Unclassified
. Information in Nonfederal Systems
cations/NIST.SP.800-171r2.pdf

and Organizations

RON ROSS
VICTORIA PILLITTERI
KELLEY DEMPSEY
MARK RIDDLE
‘GARY GUISSANIE

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-171r2

COMPUTER SECURITY

NIST

National Institute of
Standards and Technology
U.5. Department of Commerce

USC Viterbi

School of Engineering University of Southern California



https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf

Host Administration

Many security issues today are the result of poor

system administration.

— Fallure to implement least privilege

— Poor management of user accounts

— Mismanagement of remote access

— Managing permissions incorrectly

— Allowing vulnerable programs to run

— Not keeping required programs up to date
— Misconfiguration of applications

« Not just Linux, but many server machines are
Implemented on Linux, so that Is our focus

USC Vlterbl
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Configuration Management

A process for consistently establishing and maintaining the
characteristics of the components of a system relevant for the

proper functioning of a system.

— Proper functioning includes:
» Security
« Updates and security patches.
« Detection and prevention of unauthorized changes.

— Components includes all system assets:
 Hardware
« Software
* Credentials
* Licenses

— Characteristics includes:
 Accounts
» Settings
* Polices.

USC Vlterbl
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Purpose of CM

« To Maintain Consistency of a system and its attributes
with a technical baseline over the systems life.

« CM is part of system’s security assurance cycle.

 Reduce the management workload for a collection of
systems.

* Reduce the attack surface of a collection of systems by
reducing the differences between individual systems
within the collection.

USC Vlterbl
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Ethical Hacking Methodology

=

Cleanup and Information
Patching Gathering

( Reporting ) \ Scanning

Result- Attacks
Analysis

School of Eng ng University of Southern California
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Response Planning

What are you responding to?

— All failures, security or reliability
— Some parts of the plan will be similar
— Other parts will depend on the nature of the failure

We start with Disaster Recovery
Then we move onto intrusion response

School of Eng
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Secure Network Administration

Secure Host Administration provides fine-grained
control of access to a host’s resources.
Secure Network administration assists in controlling

access at a coarse level of granularity

— Not to records or files, but to computers and subnets.

— At most, limits access to services (by port)

— Confines access to zones

— Is a second line of defense, and useful as stop-gap when
vulnerabilities in host infrastructure are discovered.

USC Vlterbl
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Network Administration Guidance

 Manage access of devices to Network
— See discussion earlier by Christopher Samayoa

 Use firewalls to contain access
— Distributed Host Based may be okay and more effective
for some environments — embedded even better.

— Disallow by default
« Open a flow only when defined by application/system
architecture.

 VLAN's good, but unless enforced by network
hardware or encryption, subverted hosts can
circumvent.

USC Vlterbl
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Elements of Secure Network
Administration

— Policy
 Tells you what access is authorized
« Should follow analysis of application information flow
reguirements.
« Can also specify flows that are disallowed.

— Containment

« Many tools to contain information.
— Not all are effective.

« Most available tools support DAC, but MAC is more
effective.
— Monitoring
* Important to discover unintended paths that are exploited
* Important to discover insider threats

USC Vlterbl
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Network Containment Tools

Firewall
— Network, Host, Embedded, Application

Virtual Private Network
— Encrypted Tunnels between zones

IPSec
— Encryption and Integrity between hosts

Virtual LANS
— Layer 2 separation

e Encryption
— Supports other forms of containment

School of Eng
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Firewalls

 Network Based

— Protects (or not) entire network. Chewy on inside.
» Statefull vs stateless
— Limited basis on which to make decisions.

» Though some support deep packet inspection
 Host Based
— Controls access to resources on single host

 Embedded
— On interface card, but managed separately

 Distributed
— Single policy (next) implemented at multiple PEP
« Application
— No routing of packets, just recreation of application messages.
Examples: DNS, Web, Email — configuration.

USC Vlterbl
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Traditional Intrusion Detection System

« A device or software application that monitors a

network or system for malicious activity and
policy violations.

 In the past, Intrusion Detection systems were
described as:

— Network-based IDSs
— Host-based IDSs

— Distributed IDSs — sometimes described as Hybrid

« Today, all SIEM systems are distributed.

USC Vlterbl
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Traditional Network-based IDS

Deploying sensors at strategic locations

— E.G., Packet sniffing via tcpdump at routers

Inspecting network traffic

— Watch for violations of protocols and unusual
connection patterns

Monitoring user activities

— Look into the data portions of the packets for
malicious command sequences

May be easily defeated by encryption

— Data portions and some header information can be
encrypted

USC\/ltel‘bl Slide by Mohammad AlSubaie
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Network-based IDS

Sensor Sensor

SYSTEM

USC\/ltel‘bl Slide by Mohammad AlSubaie
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Authorization Process: Accreditation

* Accreditation works in two ways within the
authorization process

« 1. Accreditation of components or subsystems
being bought requires less acceptance testing.

« 2.ATO is an accreditation. Once system receives
ATO, it is accredited that all of the organization
will recognize this system’s ability to operate
securely for a defined environment.

USC Vlterbl

School of Eng




Accreditation and Acceptance Testing
IN Industry

* Industries also must perform some sort of testing on
products they buy

 However, industries typically put more emphasis on
functionality and availability than security (Microsoft
acceptance testing example)

« Accreditation in industry is related to who a company will
purchase from

« Acceptance Testing in industry used more as a way to
validate a contract and provide payment

USC Viterbi
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Accreditation In Industry

 |Industries tend to buy from established
companies that have proven to provide products
that work

« Example: Microsoft Office

 However, this also applies to when companies
need new software built for them.
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Accreditation In Industry

« Software purchase agreements are made
whenever a company Is purchasing software.

« Accreditation comes into play in a couple of
ways.

« 1. Company might only be willing to buy
software from an accredited source

« 2. Company might give me leeway on a contract
given to an accredited source (in how much
acceptance testing is needed before
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Acceptance Testing In Industry

Companies often provide contracts to a different
company to build something they need.
Acceptance Testing is used to:

1. Keep the company on contract on track

2. Provide a concrete way to test the product, If it
does not pass the tests the company won't get
paid the full amount

USC Vlterbl

School of Eng



Trust No-One

Zero-trust Is not a specific technology, rather itis a
justified application of paranoia, i.e that you cannot
implicitly trust users, devices, or processes acting on

behalf of users.

— You must reverify decisions on which access is based.
« E.g. access to a network segment does not mean a
device or packet is authorized, just because it made it

past a firewall.

— Authentication and access control to be applied on each
access.

— Plain-old network protection domains is not enough.

— Assume nothing
But in practice, we all trust something

USC Vlterbl
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Administering Zero Trust

User Administration — Identity Management
— Centralized administration — (trusted)

Configuration Management

— Devices
« Assessing system health (you are trusting this)
e Admission
« Authentication / Attestation — (trust points)

— Software — Trusted Computing — Attestation
Network Administration
SOC / SIEM

Fine Grained Access Control
— Least Privilege (least trust)

USC Vlterbl
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NIST 800-207

* A zero trust architecture (ZTA) Is an enterprise
cybersecurity architecture that is based on zero trust
principles and designed to prevent data breaches and limit
Internal lateral movement. ZT is not a single architecture
but a set of guiding principles for workflow, system design
and operations that can be used to improve the security
posture of any classification or sensitivity level. Many
organizations already have elements of a ZTA In their
enterprise infrastructure today. Organizations should seek to
Incrementally implement zero trust principles, process
changes, and technology solutions that protect their data
assets and business functions by use case.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf

Final Exam Summer 2016 Q1

1. Monitoring. (40 points)

a) List the kinds of data and the sources for each kind of data that is
useful in assessing the current state of security of a system. By system |
am including all computers, software and network components that are
used to provide a function or service. (15 points)

b) Describe any technical issues you see with the ability to collect, and
the coverage of (what is visible from) the data you described in part (a),
and suggest ways to address the issues you identify. (15 points — answer
on back of page)

c) Describe any issues regarding the accuracy and authenticity of the
data that you will be collecting as described in part (a). Which data is
more vulnerable, and discuss steps you can take to provide greater
confidence that you are observing the events that occur. (10 points)
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Final Exam Summer 2016 Q2

2. Configuration Management and Virtualization (40 points)
Configuration management is an important function in the
administration of computer systems.

a) List items that are included in the term “configuration” that is
being managed by an organization. (10 points)

b) List the benefits that are recognized through effective
configuration management. (15 points)

c) Explain how virtualization might be used to facilitate better
configuration management in a system. (10 points)

d) Explain how the use of virtualization can make configuration
management more difficult. (5 points)
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Final Exam Summer 2016 Q3

3. Recovery and response plans (15 points)

a) Two steps among those in disaster recovery planning as described in
lecture include

1) Determining the impact on the business (Business impact analysis
BIA), and

) Identifying critical business functions.

Explain why these steps might be especially important for the definition of
an intrusion response plan. (15 points)

b) In recent hacks of the Democratic National Committee’s computer
systems, discuss what steps might not have been properly defined or
Implemented in their recovery plan, for which such deficiency might have
contributed to the subsequent breaches of the computer systems of the
Hilary Clinton Campaign and the Democratic Congressional Campaign
committees. (5 points)
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