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Final Exam

The Final exam for Data Science 526 will be held

Monday May 10th, 2021

2PM to 4PM Pacific Time

(I will also allow it to be taken from 6PM – 8PM upon request)

Online

Exam will be Open Book / Open Note

It will be taken Electronically

We will Discuss Logistics and Review

near the end of Lecture

.
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Agenda

1400-1405 Introduction and Announcements

1405-1440 Poly Road Project Brief (and discussion)

1440-1515 Market of Mystery Brief (and discussion)

1515-1525 Break

1525-1540 Poly Road Demonstration

1540-1555 Market of Mystery Demonstration

1555-1630 Class Discussion 
• Red-Team Hypotheses and Rebuttals

1630-1720 Review and Logistics for Final Exam
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Poly Road

By Group 1



Law Enforcement Assessment
● Dark market vendors are most concerned with arrest, not being hacked.  Confidentiality is the 

overriding security concern.

● “Beyond a Reasonable Doubt” is a tough standard - limit the evidence available to meet that 

standard.

● Criminal networks must be selective about what they collect.  

● Encryption is a must but not the only safeguard - Ross Ulbricht employed encryption.

● More incriminating evidence must be kept in a more secure protection domain.

● Criminal networks must constantly move.  Move to new bullet proof server every two weeks.

● Production network is wiped every two weeks.

● Constantly improve your “development” system, not your production system.

● Deliverable is essentially a text file (stolen credit card info) - use end-to-end encrypted email.

● Customer Service doesn’t have to be all that good.  Transaction history is deleted after two days.



Cloud Deployment

● Local Testing
○ Front End Application

○ Databases

○ Overall Functionality

● Azure Cloud
○ Storing of Dummy Criminal Data

○ Configuration Challenges

○ The migration to the cloud.



Cloud Deployment Con’t

Why Azure?

Auditing, scalability, and feasibility

B2B Collaboration



Network Diagram

● Layered Security
○ Application

○ DMZ(Webserver)

○ Back-End

● Traditional  MySQL Database vs  Azure MYSQL 

Databases

● Firewalls

Source: Jason's Assignment #2



Network Components

● Azure Subnetting
○ Peering

○ Access Points

● Azure to VPN Client
○ OpenVPN

○ Certifications

● Protonmail



ProtonMail

● Overview

○ Hosted in Switzerland

○ End-to-end encryption

○ Uses asymmetric and symmetric encryption

● ProtonMail Bridge

○ Allows local client to use end-to-end encryption

○ Client/user authenticates to bridge

○ Bridges authenticates to ProtonMail via API (SRP Protocol)

○ Secure Remote Password (SRP) Protocol (RFC 2945) ensures 

that the user’s password never leaves local machine



Network Topology (Azure)



Linux Hardening 

● Kernel Configuration
○ Protection against SYN flood attacks

■ echo "kernel.exec-shield = 2" > /etc/sysctl.d/50-exec-shield.conf

○ Restricting access to the kernel logs

■ echo "kernel.dmesg_restrict = 1" > /etc/sysctl.d/50-dmesg-

restrict.conf

○ Restricting access to kernel pointers

■ echo "kernel.kptr_restrict = 1" > /etc/sysctl.d/50-kptr-restrict.conf

○ Protect against IP spoofing

■ echo "kernel.exec-shield = 2" > /etc/sysctl.d/50-exec-shield.conf



Linux Hardening 

● Monitoring System Events with AuditD
○ Log every attempt to read/modify the /etc/ssh/sshd_config file:

■ auditctl -w /etc/ssh/sshd_config -p warx -k sshd_config_modified

○ Log changes to /etc/passwd:

■ auditctl -w /etc/passwd -p wa -k passwd_modified

○ Monitor /etc/sudoers for changes:
■ auditctl -w /etc/sudoers -p wa -k sudoers_modified

○ Log all invocation of “useradd” command:

■ auditctl -a always,exit -F exe=$(which useradd) -F arch=b64 -S execve -k 

useradd_executed

○ Log insertion and removal of kernel modules:

■ auditctl -a always,exit perm=x -F auid!=-1 -F path=/sbin/modprobe -k 

modules_event

■ auditctl -a always,exit perm=x -F auid!=-1 -F path=/sbin/rmmod-k modules_event



Firewall

● The Host-Based Firewall
○ Security Groups

○ Implicit-Deny

● Externally Managed Firewall
○ Costs( Currently not configured)

○ What about in the current industry?

● Azures Firewall
○ Network Segmentation

○ Easy Configuration

● Open Ports
○ Management ports(SSH)

○ Web Traffic(HTTP and TLS)

○ What would change in a real environment?



Database Management & Middleware (Abhishek Fill 
in)

The database running in pr-customerdb-mysql VM in azure is a MYSQL database. The Structure of the table is as follows:

○ TABLE NAME: TRANSACTIONS
○ ID - Primary key
○ TRANSACTION_ID: Transaction id submitted by the customer, generated after successful payment
○ EMAIL: The email address on which the user wants to receive the stolen credentials files.
○ ITEM_ID: The item/list of stolen credentials selected by the customer.

INVENTORY:

○ The inventory containing stolen credentials is not a database but is a folder of 3 files hosted on the PR-SecretWalletServer-Ubuntu VM in azure. Each 
of the files is associated with a product sold on the website.

MIDDLEWARE:

○ The middleware will run as a python flask application and is hosted on PR-MiddleApp-Ubuntu VM in azure. 
○ This app provides an API endpoint for the frontend and will extract the fields from the header and store them in variables which can later be used to 

perform operations on the database. 
○ The biggest benefit of using the middleware is that it doesn’t allow the web server to directly access your database thus provides a second layer of 

security against attacks like XSS or SQL injection.



Tor Implementation(Abhishek)

Onion address: osxxpy52da6w66r3.onion

Advantages of Tor Network

● You can access the deep dark internet websites and blocked websites.

● You can hide your original Internet Protocol (IP) address.

● You will be able to access non-indexed pages in google, bing, Yandex 
etc search engines.

● It hides all the data regarding the source(which is you) and the 

destination.

● It also protects the information passed onto the network.



Front End Application(Ayush and Hanz)

● Because of the anonymity, our frontend only 

has two pages: index page and checkout 

page.

● The index page shows the price and the items 

that the customer can choose.

● We conceal the actual criminal information 

and only the people who know this website 

know what those items actually mean.



Front End Continued:

● The checkout.page shows the payment details

● Customers need to enter the item quantity, Bitcoin 

transaction ID and the email ID in order to finish the 

request.

● Frontend will send a POST request which includes the item 

ID, email address and transaction ID to 

http://10.0.1.4:5000/ middleware.

http://10.0.1.4:5000/


IDS or SIEM
● Why we chose not to include this in our project?

○ Non-Existent in current infrastructure project

○ Historically, online dark market vendors are most concerned with arrest.

○ Silk road was hacked numerous times and blackmailed.

○ Must weigh the value of identifying hackers versus the impact that collected data would have on a prosecution.

○ Better to constantly improve “development system” which is put into production every two weeks on different 

bullet-proof server.



Red Teaming and Penetration Testing

Active Reconnaissance Tools

○ Nmap

■ Nmap -sC -sV -vv -oA web01 13.66.168.190

○ Nikto

■ Nikto -C all -h 13.66.168.190

○ Nessus

■ See report “Web01_iqi3bm.html”

○ BurpSuite

■ See report “Burp_Suite_Report_2.html”



Nmap - Front End



NIKTO

Frontend Server 



Nessus



Nessus



Burp Suite



Burp Suite













Vulnerability Management

● Unencrypted Communication
● Cross-end Resource Sharing
● Clickjacking Attack possible
● API Security headers Missing



Risk Assessment

The Top  Risks

1. Unencrypted Communication : The site does not show any sensitive information you  just select the 

package you want to buy and give email id 

2. The site collects logs of the transaction for short time interval and later delete the information

3. Middleware application is public facing but it whitelist the ip that it can accept the communications 

from



Conclusion

Any Questions?
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Market of Mystery
Use Your riddleBITs

Buy Something Shady

Team 2 Project 2
26 April 2021

DSci 526
Spring



Market of Mystery

Team Members

Aditya Goindi - Alejandro Najera - IDS/Honeypot
Amarbir Singh - Deployment Azzam Alsaeed - EVERYTHING
Carol Varkey – Middleware/DBs/Deployment Doug Platt - IDS/Honeypot
Dwayne Robinson - Pen Test Malavika Prabhakar - IDS/Honeypot
Marco Gomez - FWs/SSL/Deployment Shanice Williams - FW Rules
Yang Xue - Frontend/Deployment Whole Team - Pen Testing



Market of Mystery

High Level System Description

The system is designed to allow us as the seller of stolen goods to sell to 
confirmed buyers while protecting, limiting, and hiding the amount of information we 
collect and maintain.  A buyer is required to enter the Tor Network to view our website.  
As buyer(s) initially peruse our website, they must confirm to consent to the use of the 
website, they are 18 years old or older, and not affiliated with law enforcement to gain 
entry into the Market.  Once in, the buyer can scan what we have for sale such as: 
OnlineFlix, MoneyPal, NoTube, and various other Stolen Goods.  For payment, the 
buyer will input their riddleBIT®TM (not really TM, but we want it to sound official) 
address and it will be verified to ensure they have enough riddleBITs.  Once the 
transaction is complete the buyer will be able to download the purchase and with an 
encryption key decipher the product.



Market of Mystery



Market of Mystery

Network and Server Architecture

DMZ Domain – Frontend

>  Developed using React next.js framework and the Material UI Library
>  Users’ input as requests and ask the middleware for a response
>  Consists of 4 pages: Index, Homepage, Item, and Transaction Page



Market of Mystery

Network and Server Architecture cont.
Index:  Our welcome page greets the 
user/buyer, and they are required to 
agree to the content to get into the 
market product detail page.

Homepage:  Our homepage will list all 
the products’ information from the 
database.  Customers can scan and 
choose what they want.  After customers 
click the “BUY” button, they will be 
redirected to the item page.



Market of Mystery

Network and Server Architecture cont.

Item:  The item page will show the specific product’s description and here the buyer 
enters the pre-shared “Bit String” (riddelBIT address) to try to buy the chosen product.  
The Frontend will use Axios to send the product information and Bit String to the 
middleware to check the validation.



Market of Mystery

Network and Server Architecture cont.

Transaction:  After the middleware check, it will return the result to the transaction 
page.  If the Bit String (riddelBIT address) is wrong, customers will be shown 
Transaction failed information.  Else, customers will see Transaction Success with a 
button to download the files that they bought from the middleware and a button to 
download the decryption tool, which can be used to decrypt the files.



Market of Mystery

Network and Server Architecture cont.

DMZ Domain – Tor/Web Server

>  Running a Tor client service on our web server virtual machine
>  Running a Nginx web server
>  Using the latest version of Tor, which has longer URLs and stronger cryptography
>  Configured to use client authorization, so clients can only connect if they have a                   
unique private key.

URL- tr7j6fetvhrjk7tpgmcaaxlxwbu2k6t7y3kawoh7u2vpxdfbl6ssweqd.onion



Market of Mystery

Network and Server Architecture cont.

DMZ Domain – HoneyTraps, HoneyWall, and HoneyNet

HoneyTraps:  Canarytokens

We used canary tokens as a means of knowing if and when an attacker manages to get 
past our defenses. These tokens are basically honey traps scattered around the web 
server, with alluring names such as “inventory.docx” and “transactions.pdf” which draw 
the attacker into opening them.



Market of Mystery

Network and Server Architecture cont.

DMZ Domain – HoneyTraps, HoneyWall, and HoneyNet

HoneyTraps:  Canarytokens cont.



Market of Mystery

Network and Server Architecture cont.

DMZ Domain – HoneyTraps, HoneyWall, and HoneyNet

HoneyWall:  Modsecurity

>  An open source application that can be used with Apache, IIS, or Nginx, and 
allows for protection from a variety of attacks against web applications.  It also provides 
for the capability to monitor traffic, log it, and either block or redirect malicious traffic

>  OWASP CRS - activated rules will redirect to the honeypot



Market of Mystery

Network and Server Architecture cont.

DMZ Domain – HoneyTraps, HoneyWall, and HoneyNet
HoneyNet:  HoneyPots
tPot – HoneyNet 

Honeypots: adbhoney, ciscoasa, citrixhoneypot, conpot, cowrie, dicompot, dionaea, 
elasticpot, heralding, honeysap, honeytrap, mailoney, medpot, rdpy, snare & tanner

Tools: cockpit, cyberchef, ELK, fatt, elasticsearch head, ewsposter, nginx / heimdall, 
spiderfoot, p0f & suricata



Market of Mystery

Network and Server Architecture cont.

Server Domain – IDS/SIEM

Host Antivirus – ClamAV
>  Opensource
>  Command Line Scanner  
>  Automatic database updates
>  Scalable multithreaded daemon

● Op



Market of Mystery

Network and Server Architecture cont.

Server Domain – IDS/SIEM

Intrusion Detection
AlienVault OSSIM – The AlienVault Open Source Security Information Management 
(OSSIM) SIEM Server provides asset management, vulnerability assessment, intrusion 
detection, behavioral monitoring and SIEM event correlation to our environment.



Market of Mystery

Network and Server Architecture cont.

Server Domain – Middleware

The Middleware VM runs 2 Python Flask Apps to support API calls between the 
frontend web server and backend databases. The apps include:

>  Wallet App
Interact with Wallets DB VM. App validates the transaction. Upon confirmation, 
encryption key for stolen credentials file is generated using the Fernet symmetric 
encryption method (from the Python cryptography package)

>  Inventory App
Interact with Inventory DB VM. App creates the encrypted stolen credentials file in 
memory (to not store in the VM itself). Returns the encrypted stolen credentials file 
and Decryptor Tool. 



Market of Mystery

Network and Server Architecture cont.

DB Domain – Databases

The following 2 DB VM’s all have installed MySQL Server:

>  MoM DB VM: Contains the Wallets DB Table
Database of stand in valid/available riddleBIT addresses’, and their associated balances. 
Involved in the operations of the middleware Wallet App for returning data in making 
determinations of if the transaction is valid.

>  Inventor DB VM: Contains the Inventory DB Table
Database of dummy stolen credentials including Source Type, Source Name, Identifier, 
and Password encrypted with AES object encryption. Involved in operations of the 
middleware Inventory App in managing the credentials used in a given transaction.



Market of Mystery

Network and Server Architecture cont.

DB Domain – Databases

Protections in Place

>  Containment architecture separated these database tables into separate VMs to 
support isolation of their operations

>  Utilized MySQL’s Secure Installation Utility 
>  DBs both have a specified user accounts, given only the necessary grant privileges 

and reachable from their corresponding middleware app’s address 
>  Used MySQL-supported AES object encryption for the Inventory Database Table 

(tradeoffs with other database encryption methods )
>  Configured SSL/TLS encrypted connections between the MySQL database servers 

and middleware app clients



Market of Mystery

Risk Assessment/Vulnerability Analysis

Database-Related Risks

Database Encryption

There was much difficulty in applying whole disk encryption post VM instance creation.  
We decided that Object encryption would suit us better.  We decided to activate the 
MySQL AES-256 encryption for the Inventory DB.  This protected it while it was in use and 
at rest.  Thus, if the hardware was stolen or taken by the authorities, they would not be 
able to decrypt our DB and the transactions.

We are accepting the risk to not have whole disk encryption since we had an OS hardened 
to Level II from the start.



Market of Mystery

Risk Assessment/Vulnerability Analysis cont.

Database-Related Risks

AES Encryption Key

As this key is stored in the middleware and used in commands sent from the middleware 
to databases, we identified viable risks in entities possibly having visibility into our AES key 
that can further compromise the effectiveness of the object encryption put in place.

Mitigation:  Configured SSL/TLS to support secure encrypted traffic between the MySQL 
Database Servers and Middleware App Clients. 
We are accepting the tradeoff of having object encryption at rest and runtime which 
requires us to have the key stored in the middleware compared to the risk of having a 
whole disk encryption which results in the system being in unencrypted state while 
running.



Market of Mystery

Risk Assessment/Vulnerability Analysis cont.

TOR-Related Risks

We decided to not implement SSL for web traffic as we are relying on Tor clients to 
encrypt all communications between them.

>  However, the traffic between the web server and Tor client as well as between the 
user's web browser and Tor client is on plain http. As this no-encrypted communication 
happens inside a single machine, we decided to accept this risk.

>  We have implemented a public-private key system to allow public access to Tor 
services. However, we cannot control if a legitimate user gives their private key away or 
their key is stolen. So even though we are limiting access to only certain individuals, we 
still risk other individuals acquiring the necessary keys.



Market of Mystery

Risk Assessment/Vulnerability Analysis cont.

Information Flow-Related Risks

System Wide Information Flow Control 

Mitigation

Firewall rules were placed onto each DB instance to control the flow of information.  We 
controlled what information was allowed on each port and which protocol was allowed to 
flow on that interface.  After all of the system required information was allowed all other 
ports and protocols were DENIED.



Market of Mystery

Risk Assessment/Vulnerability Analysis cont.

Pen Testing

Mozilla Observatory:  XSS, clickjacking, CORS, non-encrypted communication, inline 
javascript/CSS etc.

>  Remediated most of these vulnerabilities by setting proper policies and headers on 
our web server. We are relying on Tor for non-encrypted communication

Pentest-tools:: CVE-2018-16843, CVE-2018-16844, CVE-2019-9511, CVE-2019-9513 etc.  
Our version of Ubuntu came standard with an old version

>  We installed the latest version of Nginx from the vendor itself and the vulnerability 
scanner did not detect any high or medium level vulnerabilities again



Market of Mystery

Risk Assessment/Vulnerability Analysis cont.

Pen Testing

Another minor vulnerability that was found was that server version information was visible 
in the response. This might be helpful for an attacker in information gathering.

>  Turn off server tokens that way our server does not give out any version 
information.

Probely &   ImmuniWeb



Market of Mystery

Risk Assessment/Vulnerability Analysis cont.

Pen Testing

OWASP ZAP



Market of Mystery

Risk Assessment/Vulnerability Analysis cont.

Pen Testing

AlienVault OSSIM

Scheduled internal scans to discover host vulnerabilities in our LAN & DMZ networks



Market of Mystery

Risk Assessment/Vulnerability Analysis cont.

Pen Testing

Intruder

We scanned the site with a COTS web vulnerability scanner, producing the positive results 
from mediation of prior scans and diligence from the firewall team. Ironically, the 1 High 
alert was from our firewall / IDS blocking some scanning.



Market of Mystery

Risk Assessment/Vulnerability Analysis cont.

Pen Testing

CWE Vulnerabilities

Vulnerabilities listed below we have accepted due to our HoneyPot implementation.

>  CWE-20
The product receives input or data, but it does not validate or incorrectly validates that the input has the 
properties that are required to process the data safely and correctly.

>  CWE-693
The product does not use or incorrectly uses a protection mechanism that provides sufficient defense 
against directed attacks against the product. 

>  CWE-326 
Inadequate Encryption Strength
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Challenge for 2nd Project

• Your organization must:
– Accept Bitcoin as payment (not really, but it must accept something that stands in for bitcoin)

– Manage an inventory of stolen account identifiers with passwords
• Enable the sale of collection of such information in exchange for your stand-in for bitcoin

• Control access to such information

– Prevent collection of evidence or intelligence by third parties.

– Note, do not deal in any illegal goods, but use dummy information to stand in for such goods.  Also, 

do not use terms associated with such illegal goods or information in communications, make up 

new names for this dummy information.
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Final Exam

The Final exam for Data Science 526 will be held

Monday May 10th, 2021

2PM to 4PM Pacific Time

(I will also allow it to be taken from 6PM – 8PM upon request)

Online

Exam will be Open Book / Open Note

It will be taken Electronically

We will Discuss Logistics and Review

near the end of Lecture

.
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Material for Final Exam

• The exam is comprehensive
– But the emphasis will be on material since the mid-term exam.

• There will be at least one question related to one of the group 

projects.
– Structured so that your answer will be about the parts of the group project

that you contributed to the most.

• There will be a scenario question (hypothetical or from the news)
– I will send all students the scenario to consider by Wednesday May 5th.
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Selected Slides for Review

• This is not all the material you need to know, but it includes 

some of the slides from the semester that provide a framework 

for material that may be included.

• You should review ALL of:
– The lecture slides

– The readings linked from the lecture slides
• Either as assigned for the future week, or as included in the current weeks

discussion.

• I suggest you download these to your computer for reference during he exam 

since you are not permitted to access the internet (other than for submission or 

asking questions of the instructor) during the time that you are taking the exam.

• You may refer to any documents that you have downloaded, or physical notes in 

your possession.

– Especially important will be the NIST documents that were discussed in 

lecture.
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Course Outline

• Introduction to Secure System Administration

• Generation of Security Requirements

• NIST Best Practices – Linux System Administration

• Composition of systems and protection domains

• Configuration Management, System Updates

• Adversarial Security – Pen Testing – Read Teaming

• Virtualization and Cloud Security

• Incident Response Planning

• Network Administration

• Network Monitoring and Attack Forensics

• Security Incident Event Management

• Group Project Testing and Debrief

• Accreditation and acceptance testing
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Introduction to 
Secure System Administration

• Secure
– Ability to correctly implement relevant policy

• System
– A computer?

– A network?

– The combination of all system components implementing a particular 

function

• Administration
– Selection of components (purchases of products)

– Architecture – how the pieces fit together

– Installation and configuration

– Security Testing

– Operation

– Monitoring

– Repair and Maintenance

– Threat response



Information Flow and Containment

• Understand your applications
Information Flow:
–What is to be protected
–Against which threats
–Who needs to access which apps
–From where must they access it

• Do all this before you invest in the latest 
products that salespeople will say will 
solve your problems.
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System Administration

• What must be administered:
– User accounts – Least Privilege

– Software

– Servers

– Storage

– Network (next slide)

– Keys

– Monitoring

– Logs and Audit

• Core principles
– Minimization
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Network Administration

• Creation of network protection domains
– Firewalls

– VLANs

– VPNs for access

– Ipsec

– Wireless Management

• Network Monitoring

• Network Admission Control



SIEM Monitoring - Forensics

• Network Attack Administration (SIEM)

• Network Monitoring and Attack Forensics
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Accreditation and acceptance

• Determining when it is OK to bring your system live

• Certification for government agencies

• Periodic audits

• Certification for customers or upstream parties
– E.g. PCI Compliance
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Administration vs Development

• Different stages in system life cycle
– Administration is concerned with installation, interconnection, configuration, 

operation, and decommissioning

– Administration is concerned with the environment

– Development addresses the architecture of the system (or part of a system)
• Depends on assumptions

• Security fails when environmental assumptions are violated.
– Let’s brainstorm on examples of such assumptions that led to security 

failures when they no longer held.
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A Reasonable Outline(1)

• Motivation and Principles
– Written altruistically, but in reality, the goals 

are to protect your organization.
– Mentions Classes of Data and Consequences

• E.g. Some Material from NIST Risk 
Management Framework

– Acknowledgement of the threat environment
• E.g. The Global System Environment (from GIACS)

16



A Reasonable Outline(1)

• Description of System (applicability)
– Inventory: Systems, Devices, Data

• Motivation and Principles
– Written altruistically, but in reality, the goals 

are to protect your organization.
– Mentions Classes of Data and Consequences

• E.g. Some Material from NIST Risk 
Management Framework

– Acknowledgement of the threat environment
• E.g. The Global System Environment (from GIACS)

• High level assignment of responsibilities
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A Reasonable Outline(2)

• Security Requirements and Metrics
– What is to be protected against what threats

• Consequences to organization of breaches
– Required  level of protection to each class of asset

• Required approaches to providing that protection
• Metric regarding strength of mechanisms to be applied.

• Physical and Personnel Security Constraints
– Who will have access
– Access controls on physical systems
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A Reasonable Outline(3)

• Requirements on Specific Categories of 
Controls
– Access Control
– Training
– Audit
– Configuration

Management
– Identity Management
– Incident Response
– Maintenance
– Vendor Requirements

16

– Media Protection
– Personnel Security
– Physical Protection
– Risk Assessment
– Security Assessment
– Sys and Comm 

Protection
– Integrity
– Software Requirements



Points of Policy

16

• By Axiomatics - Axiomatics, CC BY 3.0, https://commons.wikimedia.org/w/index.php?curid=48397652



Network Administration

• Creation of network protection domains
– Firewalls

– VLANs

– VPNs for access

– Ipsec

• Define required characteristics
– Where is encryption required

– This is policy and administration
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Reading for Next Week

86

https://nvlpubs.nist.gov/nistpubs/SpecialPubli
cations/NIST.SP.800-171r2.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r2.pdf


Host Administration

Many security issues today are the result of poor 

system administration.
– Failure to implement least privilege

– Poor management of user accounts

– Mismanagement of remote access

– Managing permissions incorrectly

– Allowing vulnerable programs to run

– Not keeping required programs up to date

– Misconfiguration of applications

• Not just Linux, but many server machines are 

implemented on Linux, so that is our focus
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Configuration Management

A process for consistently establishing and maintaining the 

characteristics of the components of a system relevant for the 

proper functioning of a system.
– Proper functioning includes:

• Security

• Updates and security patches.

• Detection and prevention of unauthorized changes.

– Components includes all system assets:
• Hardware

• Software

• Credentials

• Licenses

– Characteristics includes:
• Accounts

• Settings

• Polices.
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Purpose of CM

• To Maintain Consistency of a system and its attributes 

with a technical baseline over the systems life.

• CM is part of system’s security assurance cycle.

• Reduce the management workload for a collection of 

systems.

• Reduce the attack surface of a collection of systems by 

reducing the differences between individual systems 

within the collection.



Ethical Hacking Methodology

Scope

Information
Gathering

Scanning

Attacks
Result 

Analysis

Reporting

Cleanup and
Patching

90



Response Planning

What are you responding to?
– All failures, security or reliability

– Some parts of the plan will be similar

– Other parts will depend on the nature of the failure

We start with Disaster Recovery

Then we move onto intrusion response
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Secure Network Administration

• Secure Host Administration provides fine-grained 

control of access to a host’s resources.

• Secure Network administration assists in controlling 

access at a coarse level of granularity
– Not to records or files, but to computers and subnets.

– At most, limits access to services (by port)

– Confines access to zones

– Is a second line of defense, and useful as stop-gap when 

vulnerabilities in host infrastructure are discovered.
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Network Administration Guidance

• Manage access of devices to Network
– See discussion earlier by Christopher Samayoa

• Use firewalls to contain access
– Distributed Host Based may be okay and more effective 

for some environments – embedded even better.

– Disallow by default
• Open a flow only when defined by application/system 

architecture.

• VLAn’s good, but unless enforced by network 

hardware or encryption, subverted hosts can 

circumvent.
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Elements of Secure Network 
Administration

– Policy
• Tells you what access is authorized

• Should follow analysis of application information flow 

requirements.

• Can also specify flows that are disallowed.

– Containment
• Many tools to contain information. 

– Not all are effective.

• Most available tools support DAC, but MAC is more 

effective.

– Monitoring
• Important to discover unintended paths that are exploited

• Important to discover insider threats
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Network Containment Tools

• Firewall
– Network, Host, Embedded, Application

• Virtual Private Network
– Encrypted Tunnels between zones

• IPSec
– Encryption and Integrity between hosts

• Virtual LANS
– Layer 2 separation

• Encryption
– Supports other forms of containment
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Firewalls

• Network Based
– Protects (or not) entire network.  Chewy on inside.

• Statefull vs stateless

– Limited basis on which to make decisions.
• Though some support deep packet inspection

• Host Based
– Controls access to resources on single host

• Embedded
– On interface card, but managed separately

• Distributed
– Single policy (next) implemented at multiple PEP

• Application
– No routing of packets, just recreation of application messages.  

Examples: DNS, Web, Email – configuration.
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Traditional Intrusion Detection System

• A device or software application that monitors a 

network or system for malicious activity and 

policy violations.

• In the past, Intrusion Detection systems were 

described as:
– Network-based IDSs

– Host-based IDSs

– Distributed IDSs – sometimes described as Hybrid

• Today, all SIEM systems are distributed.



Traditional Network-based IDS

• Deploying sensors at strategic locations 
– E.G., Packet sniffing via tcpdump at routers 

• Inspecting network traffic 
– Watch for violations of protocols and unusual 

connection patterns

• Monitoring user activities 
– Look into the data portions of the packets for 

malicious command sequences

• May be easily defeated by encryption 
– Data portions and some header information can be 

encrypted 
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Network-based IDS

SYSTEM

Event 
strea

m

Packets Collector

Event Analyzer

Countermeasure

Sensor Sensor SensorSensor

Packet stream

Filtered packet stream

AlarmsPolicy

Configuration

Event Storage
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Authorization Process: Accreditation

• Accreditation works in two ways within the 

authorization process

• 1. Accreditation of components or subsystems 

being bought requires less acceptance testing.

• 2. ATO is an accreditation. Once system receives 

ATO, it is accredited that all of the organization 

will recognize this system’s ability to operate 

securely for a defined environment.



Accreditation and Acceptance Testing 
in Industry

• Industries also must perform some sort of testing on 

products they buy

• However, industries typically put more emphasis on 

functionality and availability than security (Microsoft 

acceptance testing example)

• Accreditation in industry is related to who a company will 

purchase from

• Acceptance Testing in industry used more as a way to

validate a contract and provide payment



Accreditation in Industry

• Industries tend to buy from established 

companies that have proven to provide products 

that work

• Example: Microsoft Office

• However, this also applies to when companies 

need new software built for them.  
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Accreditation in Industry

• Software purchase agreements are made 

whenever a company is purchasing software.

• Accreditation comes into play in a couple of 

ways. 

• 1. Company might only be willing to buy 

software from an accredited source

• 2. Company might give me leeway on a contract 

given to an accredited source (in how much 

acceptance testing is needed before 
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Acceptance Testing in Industry

• Companies often provide contracts to a different 

company to build something they need.

• Acceptance Testing is used to:

• 1. Keep the company on contract on track

• 2. Provide a concrete way to test the product, if it 

does not pass the tests the company won’t get 

paid the full amount
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Trust No-One

Zero-trust is not a specific technology, rather it is a 
justified application of paranoia, i.e that you cannot 
implicitly trust users, devices, or processes acting on 
behalf of users.

– You must reverify decisions on which access is based.
• E.g. access to a network segment does not mean a 

device or packet is authorized, just because it made it 
past a firewall.
– Authentication and access control to be applied on each 

access.
– Plain-old network protection domains is not enough.

– Assume nothing

But in practice, we all trust something
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Administering Zero Trust

• User Administration – Identity Management
– Centralized administration – (trusted)

• Configuration Management 
– Devices

• Assessing system health (you are trusting this)
• Admission
• Authentication / Attestation – (trust points)

– Software – Trusted Computing – Attestation

• Network Administration
• SOC / SIEM
• Fine Grained Access Control

– Least Privilege (least trust)
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NIST 800-207

• A zero trust architecture (ZTA) is an enterprise 
cybersecurity architecture that is based on zero trust 
principles and designed to prevent data breaches and limit 
internal lateral movement.  ZT is not a single architecture 
but a set of guiding principles for workflow, system design 
and operations that can be used to improve the security 
posture of any classification or sensitivity level. Many 
organizations already have elements of a ZTA in their 
enterprise infrastructure today. Organizations should seek to 
incrementally implement zero trust principles, process 
changes, and technology solutions that protect their data 
assets and business functions by use case. 
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Final Exam Summer 2016 Q1

1. Monitoring.  (40 points)

a) List the kinds of data and the sources for each kind of data that is 
useful in assessing the current state of security of a system.  By system I 
am including all computers, software and network components that are 
used to provide a function or service.  (15 points)

b) Describe any technical issues you see with the ability to collect, and 
the coverage of (what is visible from) the data you described in part (a), 
and suggest ways to address the issues you identify. (15 points – answer 
on back of page)

c) Describe any issues regarding the accuracy and authenticity of the 
data that you will be collecting as described in part (a).  Which data is 
more vulnerable, and discuss steps you can take to provide greater 
confidence that you are observing the events that occur. (10 points)
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Final Exam Summer 2016 Q2

2. Configuration Management and Virtualization  (40 points) 
Configuration management is an important function in the 
administration of computer systems.

a) List items that are included in the term “configuration” that is 
being managed by an organization. (10 points)

b) List the benefits that are recognized through effective 
configuration management. (15 points)
c) Explain how virtualization might be used to facilitate better 
configuration management in a system. (10 points)
d) Explain how the use of virtualization can make configuration 
management more difficult. (5 points)
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Final Exam Summer 2016 Q3

3. Recovery and response plans (15 points)
a) Two steps among those in disaster recovery planning as described in 
lecture include 
i) Determining the impact on the business (Business impact analysis 
BIA), and
ii) Identifying critical business functions.
Explain why these steps might be especially important for the definition of 
an intrusion response plan.  (15 points)

b) In recent hacks of the Democratic National Committee’s computer 
systems, discuss what steps might not have been properly defined or 
implemented in their recovery plan, for which such deficiency might have 
contributed to the subsequent breaches of the computer systems of the 
Hilary Clinton Campaign and the Democratic Congressional Campaign 
committees. (5 points)
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