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Course Identification

• DSci 529
– Information Privacy

– 4.0 units

– Website http://ccss.usc.edu/529

• Class meeting schedule
– Noon to 3:20PM Friday’s

– Online (and if we do transition to Hybrid, OHE100C)

• Class communication
– bcn@isi.edu (for now)
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Course Outline

• Overview of informatics privacy

• What data is out there and how is it used

• Technical means of protection

• Identification, Authentication, Audit

• The right of or expectation of privacy

• Social Networks and the social contract

• Measuring Privacy

• Big data – Privacy Considerations

• Criminal law, National Security, and Privacy 

• Civil law and privacy

• International law and conflict across jurisdictions

• The Internet of Things

• The future – What can we do



Current Event Discussion

– http://csclass.info/USC/INF529/s21-lec4-ce.html
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Presentations

• Most students have submitted their proposed topics and I 

have started to organize them into groups based on the 

dates that we cover similar topics in lecture.

• If you submitted your topic through D2L and have not 

received specific feedback, that means your topic is 

approved (if you listed several topics, I approved one of 

them).

• You will received more feedback as I complete the 

assignment to lectures.

• But, some topics are much earlier in the semester than 

others, so let’s discuss assignments for some topics now.



The right of or expectation of privacy

• Likely covered in class next week, but that is too soon for 

you to organize, so I would like to schedule the following 

presenters for February 19th.
– Emily Christiansen – CyberSecurity v. Constitutionally Protected Rights

– Tian Yang – Expectations and Understanding of Privacy

– (total 20 minutes across both presenters)

• If anyone else believes their topic was a better fit to the 

right or expectation of privacy, let me know and I can 

assign you to this group too.

• I recognize this is much earlier than other students will 

present, and I will consider that factor in my assessment 

of your presentations.



Big Data – AI and Privacy

• I would also like to cover this on February 19th, since it is 

the official topic of class on that date.
– Lingyu Ge – Big Data and Discrimination

– Tingyi Guo – Big Data Security and implication in Healthcare and the Cloud

– Kung-hsiang Huang – Secure Neural Network Inference

– Supreet Kaur Randhawa – Eavesdropping and Data Breaches in Big Data

– Zheyu Ren – Big Data and Privacy

– Jinyu Zhao – Big Data and Privacy

– (60 minutes across all presenters)

• If anyone else believes their topic was a better fit to the 

right or expectation of privacy, let me know and I can 

assign you to this group too.

• I recognize this is much earlier than other students will 

present, and I will consider that factor in my assessment 

of your presentations.



Internet of Things

• This topic will likely be covered on March 5th.

• If you proposed on the topic of Internet of Things, I will be 

reaching out to you at the start of next week to officially 

make this group assignment.

• Other topics that will be presented later in the 

semester will be organized by next weeks lecture.



The right of or expectation of privacy

• Overview of informatics privacy

• What data is out there and how is it used

• Technical means of protection

• Identification, Authentication, Audit

• The right of or expectation of privacy

• Social Networks and the social contract

• Measuring Privacy

• Big data – Privacy Considerations

• Criminal law, National Security, and Privacy 

• Civil law and privacy

• International law and conflict across jurisdictions

• The Internet of Things

• The future – What can we do



Intrusion Types

• External attacks
– Password cracks, port scans, packet spoofing, DOS 

attacks

• Internal attacks
– Masqueraders, Misuse of privileges



Attack Stages

• Intelligence gathering
– attacker observes the system to determine vulnerabilities 

(e.g, port scans)
• Planning

– decide what resource to attack and how
• Attack execution

– carry out the plan
• Hiding

– cover traces of attack
• Preparation for future attacks

– install backdoors for future entry points



The Human is the Weak Point

• Humans make mistakes
– Configure system incorrectly

• Humans can be compromised
– Bribes
– Social Engineering

• Programmers often don’t consider the limitations 
of users when designing systems.



Some Attacks

• Social Engineering
– Phishing – in many forms

• Mis-configuration

• Carelessness

• Malicious insiders

• Bugs in software



Trusted vs. Trustworthy

• We trust our computers
– We depend upon them.
– We are vulnerable to breaches of security.

• Our computer systems today 
are not worthy of trust.
– We have buggy software
– We configure the systems incorrectly
– Our user interfaces are ambiguous regarding the 

parts of the system with which we communicate.



Defining The  Cloud

• The cloud is many things to many people

– Software as a service and hosted applications

– Processing as a utility

– Storage as a utility

– Remotely hosted servers

– Anything beyond the network card

• Clouds are hosted in different ways

– Private Clouds

– Public Clouds

– Hosted Private Clouds

– Hybrid Clouds

– Clouds for federated enterprises



Examples of Cloud Services
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Risks of Cloud Computing 

• Reliability

– Must ensure provider’s ability to meet demand and to run reliably

• Confidentiality and Integrity

– Service provider must have their own mechanisms in place to protect data.

– The physical machines are not under your control.

• Back channel into own systems

– Hybrid clouds provide a channel into ones own enterprise

• Less control over software stack

– Software on cloud may not be under your enterprise control

• Harder to enforce policy

– Once data leaves your hands



Defining Policy 

• Characterize Risk

– What are the consequences of failure for different functions

• Characterize Data

– What are the consequences of integrity and confidentiality 

breaches

• Mitigate Risks

– Can the problem be recast so that some data is less critical.

• Redundancy

• De-identification 

– Control data migration within the cloud



Controlling Migration 
• Characterize Node Capabilities

– Security Characteristics

• Accreditation of the software for managing nodes and data

– Legal and Geographic Characteristics

• Includes data on managing organizations and contractors

– Need language to characterize

– Need endorsers to certify

• Define Migration Policies

– Who is authorized to handle data 

– Any geographic constraints

– Necessary accreditation for servers and software

• Each node that accepts data must be capable for enforcing

policy before data can be redistributed.

– Languages needed to describe



Enforcing Constraints 

• With accredited participants

– Tag data and service requests with constraints

– Each component must apply constraints when 

selecting partners

• Sort of inverting the typical access control 

model

• When not all participants are accredited

– Callbacks for tracking compliance

– Trusted computing to create safe containers 

within unaccredited systems.



Cloud Security Summary 
• Great potential for cloud computing

– Economies of scale for managing servers

– Computation and storage can be distributed along

lines of a virtual enterprise.

– Ability to pay for normal capacity, with short term capacity 

purchases

to handle peak needs.

• What needs to be addressed

– Forces better assessment of security requirements for 

process and data.

– Accreditation of providers and systems is a must.

– Our models of the above must support automated 

resolution of the two.



INF529: 
Security and Privacy

In Informatics 

Technical Means of Protection
(part 2)

Prof. Clifford Neuman

Lecture 4 
5 February 2021
12:00 Noon
Online



Why Identity is So Important

Most policy specifications are identity based

– CIA policies last week, depend on knowing who is 

trying to read or change data.

Most security breaches include some form of 

impersonation

– Malicious code runs as an authorized user

– Passwords stolen by phishing

Identifiers link data and make it findable/searchable.

– Whether right or wrong, this identification has 

significant impact on users.



Identification vs. Authentication

Identification

Associating an identity with an individual, 

process, or request

Authentication
Verifying a claimed identity



Basis for Authentication

Ideally

Who you are

Practically

Something you know

Something you have

Something about you
(Sometimes mistakenly called things you are)



Something you know

Password or Algorithm
e.g. encryption key derived from password

Issues

Someone else may learn it

Find it, sniff it, trick you into providing it

Other party must know how to check

You must remember it

How stored and checked by verifier

https://www.youtube.com/watch?v=opRMrEfAIiI


Something you Have

Cards

Mag stripe (= password)

Smart card, USB key

Time varying password

Issues

How to validate

How to read (i.e. infrastructure)



Case Study – RSA SecureID

Claimed - Something You Have

Reduced to something they know

How it works:

Seed

Synchronization

Compromises:

RSA Break-in

Or man in the middle



Implication of Authentication Failures

Access to data (confidentiality or integrity) 

as if attacker were the authorized user.

For one system, or for many systems.

Failure can propagate through system.

Don’t depend on a less critical system.



How Authentication Fails

Stolen Credentials

–Passwords

–Cards / devices

–Copied biometrics

• The role of malicious code

–GP devices can not protect credentials



Problems of e-mail authentication

And password recovery
- General email security is weak

- Emails can be intercepted

- Or are sent to a compromised account

- http://abcnews.go.com/Business/online-

security-time-upgrade-

passwords/story?id=36223462

http://abcnews.go.com/Business/online-security-time-upgrade-passwords/story?id=36223462


Implications of password reuse

If users use same password on multiple 

systems.
- The security of the users account on any system 

becomes dependent on the security of the weakest 

system used with that password.

- https://thestack.com/security/2016/02/03/t

aobao-hack-20-59-million/

https://thestack.com/security/2016/02/03/taobao-hack-20-59-million/


Implications of Data Compromise

The biggest reason most people are 

concerned with data breach is:

The data is used for authentication

Social Security Numbers

Credit Card Numbers

PINs



The future of second factors

What do we have

Who takes responsibility

This is a major stumbling block

Responsibility means liability



Back to Identification

Identification is important for attribution

–Audit trails and logs

–Identifying wrongdoers

• Identification can be wrong

–Attacks facilitated through 

compromised machines

–IP Addresses that change



Points of Identification

Biometric Data

Surveillance Data

Internet Addresses

MAC Addresses

Payment details



Audit and Detection

Identification data is recorded in audit logs 

routinely together with observed actions

–Accesses, authentication attempts, 

failures, etc.

Systems use tools to process this audit 

data and alert on suspicious actions.



Attack Detection 

• External attacks
– Password cracks, port scans, packet spoofing, DOS 

attacks

• Internal attacks
– Masqueraders, Misuse of privileges



Attack Stages

• Intelligence gathering
– attacker observes the system to determine vulnerabilities 

(e.g, port scans)
• Planning

– decide what resource to attack and how
• Attack execution

– carry out the plan
• Hiding

– cover traces of attack
• Preparation for future attacks

– install backdoors for future entry points



Intrusion Detection 

• Intrusion detection is the problem of 

identifying unauthorized use, misuse, and 

abuse of computer systems by both 

system insiders and external penetrators

• Why Is IDS Necessary?



IDS types

• Detection Method

– Knowledge-based (signature-based ) vs

behavior-based (anomaly-based)

• Behavior on detection

– passive  vs. reactive 

• Deployment

– network-based, host-based and application -

based



The Anonymity Debate

• Should we be required to identify ourselves when 

using the internet?
– What about other situations

• Authentication of Attributes vs Identity
– Over 21, but without showing your DL



Are we less secure today 

No: It is the environment that has changed 
– Users today demand instant and universal access to everything they 

can get.
– In the past, data was better protected because it wasn’t accessible 
– Some data was better protected because no-one collected it to begin 

with.

Understanding this can help you prepare
– Develop a containment architecture
– Different data can have different 

accessibility
– Collect and distributed data to mitigate the 

impact of the inevitable breach

An NSA Center for Academic Excellence - Research



Containment Architecture Action PLAN

Conduct an Inventory – of data
– What Kinds of Data do you have in your business

– How is it handled and where is it handled

– Who needs access to this data

– Which systems need access to this data

– How is it protected in transit, and in situ

An NSA Center for Academic Excellence - Research
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Containment Architecture Action PLAN

Conduct an Inventory – of physical assets
– What Kinds of systems do you have

• E.g. POS terminals, servers, network hardware

– Understand the access to each system

• Employees, customers, etc

– How are the different classes of systems protected from one another

• Network zones, etc

– How do you contain breaches to particular zones.

An NSA Center for Academic Excellence - Research
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COLLECT BASLINE INFO ON ALL 
ASSETS

Software and system checksums
– Used to detect changes to the system
– To identify which assets are affected
– To enable recovery – reinstall those affected 

systems
Baseline data communication from all assets

– In you network infrastructure, use this to 
identify anomalous flows

– As they happen to block exfiltration
– From Logs to identify where data went and 

how much, and over what time periods

An NSA Center for Academic Excellence - Research
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This much PREPARATION CHANGES 
THE STORY

From:

XYZ corporation is the latest company to report 

that the personal information of 70M customers 

may have been compromised.

TO:

XYZ corporation reports that users of its beach 

city store between October 1st and 3rd may 

have been affected by …

An NSA Center for Academic Excellence - Research
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What Technology should I deploy

– Audit and intrusion detection

– Encryption throughout the systems

• Data in transit and data on disk

• As close to the source as possible

– System mapping/configuration tools

• Align with your containment architecture

– Effective identity and policy management

– Configuration management systems

An NSA Center for Academic Excellence - Research



Addressing Data Compromise

Don’t collect the data

– If you don’t need it

– Design systems so you don’t need it

Don’t use the data for authentication

– Why do we use public information for 

authentication:

• Mothers maiden name

• Password reset information

• SSN



Why such poor practices

Internet services require scalability to be viable.

Automation provides that scalability.

Effective Customer service does not.

It is all about avoiding personal contact with the 

customer, which would require more staff.



Current Event Discussion

– http://csclass.info/USC/INF529/s21-lec4-ce.html
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Course Outline

• What data is out there and how is it used

• Technical means of protection

• Identification, Authentication, Audit

• The right of or expectation of privacy

• Government and Policing access to data – Feruary15th

• Social Networks and the social contract – March 1st

• Criminal law, National Security, and Privacy – March 22nd

• Big data – Privacy Considerations – March 8th

• Civil law and privacy – March 29th (also Measuring Privacy)

• International law and conflict across jurisdictions – April 5th

• The Internet of Things – April 12th

• Technology – April 19th

• The future – What can we do – April 26th



What is Privacy – One Definition

Broadly speaking, privacy is the right to 
be let alone.

▪ Itallics US Supreme Court Justice Louis Brandeis in 
1890 Harvard Law Review (before he was a Supreme 
Court Justice).  

– There is no right to privacy specifically spelled out in 
the US Constitution, but there are many specific rights 
that support interpretations providing such rights.



Expectation of Privacy

4th amendment to US Constitution
– The right of the people to be secure in their persons, 

houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated, and no 

Warrants shall issue, but upon probable cause, 

supported by Oath or affirmation, and particularly 

describing the place to be searched, and the persons 

or things to be seized. 

– This statement applies to actions by Government

Today’s discussion is not about the 4th amendment, but 

rather the meaning of the term “Unreasonable”.
And thus the topic is neither US, nor government centric



When do we not have an expectation

• 3rd Party Doctrine
– Holds that people who voluntarily give information to 

third parties are not protected by a reasonable 

expectation of privacy

From Slide by Matthew Jackoski



Reasonable Expectation of Privacy 

• To have a reasonable expectation of privacy you 

need 2 things: 

– Individual needs to exhibit an actual expectation of 

privacy, meaning “he seeks to preserve something as 

private” 
• “plain view test”

– Is the individual’s expectation of privacy one that 

society is prepared to recognize as ‘reasonable’? 

56

From Slide by Matthew Jackoski



3rd Party Doctrine 

• Also known as the “Privacy Doctrine”

• Many court rulings uphold the idea that right to privacy is 

waived when signing up for a service.

• Original purpose was to allow police to question gang 

members without needing a warrant. 

• Over time, the doctrine grew to allow warrantless 

searches of telephone metadata and financial bank 

records.  
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From Slide by Matthew Jackoski



Standing

• The right of an individual to contest the illegality 

of a search and seizure

• Almost like a “catch 22”. 
– Only the person whose rights are being violated has 

“standing”. Therefore, to challenge an alleged 

governmental constitutional violation, you have to 

claim ownership of the evidence being submitted. 

58

From Slide by Matthew Jackoski



Katz v. United States (1967)

• Situation: 
– Government agents had intercepted the contents of a 

telephone conversation of a man suspected of illegal 

gambling

– This was done by installing a listening device on the 

outside of a public telephone booth. 

• Ruling: 
– Court rejected the argument that a “search” can occur 

only when there has been a “physical intrusion” into a 

“constitutionally protected area”

59

From Slide by Matthew Jackoski



Implications of Katz v United States

• Refined interpretation of the unreasonable search and 

seizure clause of the 4th Amendment to include 

immaterial intrusion with technology as a search.

• Extends the 4th Amendment right to “protect people, not 

property” 

60

From Slide by Matthew Jackoski



Smith v. Maryland (1979)

• Situation:
– Man robbed a store and for a couple weeks after, the man would 

call the owner of the store and threaten her. 

– Police installed a pen register (device that records numbers that 

a phone dials), this showed that the man suspected of robbing 

the store was the one placing the phone calls

– This data led to a search warrant, where they found more 

evidence in the man’s home. 

– Smith wanted all evidence thrown out that was a result of the 

pen register. 

• Court Ruled: 
– The pen register was not a breach of “reasonable expectation to 

privacy”, therefore the evidence remained

– This predated the ECPA

61

From Slide by Matthew Jackoski



Justification for Smith v. Maryland

• Activity in question: 
– Installing and using the pen register 

• Who’s property? 
– Since the pen register was installed on the telephone 

company’s property, the defendant cannot claim his 

“property” was invaded or that police intruded.

• What about “protecting the person” not 

“protecting the property”?
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From Slide by Matthew Jackoski



Other Implications of Exposed 
Metadata  

• Think of ISP and Social Media 

• What could be determined from our metadata?

• What is being determined from our 

metadata? 
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From Slide by Matthew Jackoski



United States v. Knotts (1983)

• Situation: 
– Officers followed a car containing a beeper, relying on 

the beeper signal to determine the car’s final 

destination. 

• Ruling: 
– Court unanimously held that since the use of such a 

device did not violate a legitimate expectation of 

privacy; there was no search and seizure and thus 

allowed without a warrant. 
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From Slide by Matthew Jackoski



Implications of United States v. Knotts

• A person traveling in public has no expectation 

of privacy in one’s movements.

• Will Google Maps and Apple Maps be allowed to 

work in tandem with the police force?

• Again, note that there have been recent laws 

and ruling that limit this kind of collections.
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From Slide by Matthew Jackoski



Bringing Things Up to Date

Real expectations vs legal fictions
No expectation of privacy for actions performed in public

No expectation of privacy for material in plain sight

But technology changes to nature of the information

Expectation of Privacy from Whom
4th amendment US Centric and applies to government.  

What about industry, neighbors, etc.

Where else are there laws related to privacy 

expectations



Actions Performed in Public

What are our expectations:
When our actions can be observed

Then – Witnesses can describe what they saw

Now – ubiquitous surveillance cameras may record us
(certain locations have privacy expectations)

We might be identified after the fact
Ones activities creates the motivation to obtain data

Our loss of privacy/anonymity occurs after the act
And based on information we expect to be “public”



New Technologies

We are constantly identified and the stream of indivually 

“public” data is now invasive.
ALPR – Automatic License Pate Readers

Similarly, when location data is centralized, we can track 

movement of individual vehicles.

Facial recognition
When combined with central clearing of identification

Allows one to track the movements of individuals



Automatic License Plate Readers

ALPR devices are popping up all over the 

place, from toll roads to parking garages, 

to the entrances to the USC Campus.

Many private ALPR systems are managed

by organizations that aggregate the data

and sell it for commercial purposes such 

as repossessions.



LAPD automatic license plate readers pose a massive 

privacy risk, audit says, LA Times, 2/13/2020

https://www.latimes.com/california/story/2020-02-13/privacy-risks-automatic-license-plate-readers-lapd


We are Part of the Problem
https://www.eff.org/deeplinks/2015/10/license-plate-readers-exposed-how-public-safety-agencies-responded-massive

University of Southern California
USC had far fewer ALPR cameras 
exposed than those in Louisiana—only 
four of what is likely a 60-plus camera 
network. However, these four cameras 
were even more vulnerable than the 
Louisiana cameras, since their controls 
were hosted on public university pages, 
with obvious URLs such as 
pipscam9.usc.edu.   

Pipscam9 was particularly problematic. 
Located on “Fraternity Row” (see it 
here) and directly across from the Pi 
Kappa Phi house, the ALPR camera was 
completely unprotected. One could not 
only see the license plates passing down 
the street, but also watch a live video 
feed (below) of people crossing the 
street.

https://www.eff.org/deeplinks/2015/10/license-plate-readers-exposed-how-public-safety-agencies-responded-massive


Texas ALPR to Collect Fines
https://www.eff.org/deeplinks/2016/01/no-cost-license-plate-readers-are-turning-texas-police-mobile-debt-collectors-and

The problem with License 
Plate Readers is the 
aggregation of the data.  
While the location of our 
vehicle on a public street is 
visible and we have no 
expectation of privacy, 
when the information is 
collected over a period of 
time, it now exposes our 
transportation history, and 
we at least EXPECT some 
level of privacy regarding 
that.

https://www.eff.org/deeplinks/2016/01/no-cost-license-plate-readers-are-turning-texas-police-mobile-debt-collectors-and


Surveillance for Hire
http://www.theblaze.com/news/2014/03/06/surveillance-for-hire-would-you-take-money-to-record-fellow-drivers/

Once again, we see the value to 
companies of data about your 
locations.  In this case, data could 
be accessed by private 
investigators and others.  The value 
is in the aggregation of the data, 
rather than in the localized 
snapshot of ones current location.

http://www.theblaze.com/news/2014/03/06/surveillance-for-hire-would-you-take-money-to-record-fellow-drivers/


ICE Accesses a Massive Amount of License 
Plate Data. Will California Take Action? 

https://www.eff.org/deeplinks/2018/01/ice-accesses-massive-amount-license-plate-data-will-california-take-action


Proposed legislation that would 
allow California residents to cover 
their license plates while parked, 
has been tabled under pressure 
from law enforcement groups.

California says no, you can’t cover 
your license plate

https://nakedsecurity.sophos.com/2018/02/02/california-says-no-you-cant-cover-your-license-plate/


Facial Recognition
https://www.engadget.com/2006/02/28/biobouncer-facial-recognition-system-for-bars-clubs/

While we're aware of the occasional incident "in da club" 

featuring a firearm-bearing-celebrity, we've been blissfully 

ignorant of the fact that clubbing these days has apparently 

gotten so dangerous that a market has sprung up for 

nightlife-specific biometric security solutions. 

Well Wired is reporting that besides the fingerprint 

recognition system that a company called Food Service 

Solutions is pitching to alcohol retailers, an even more 

ambitious facial recognition system is about to be deployed 

in U.S. bars and clubs by a 24-year-old entrepreneur named 

Jeff Dussich. Dussich's company, JAD Communications and 

Security, is promoting its BioBouncer package as a way for 

communities to identify habitual troublemakers by using a 

Vegas-like database of blacklisted individuals that is shared 

among local establishments. BioBouncer costs $7,500 for 

the initial hardware, software, and setup, and $6000 per 

year for support, which presumably means access to the 

networked "rogue's gallery." Not surprisingly, privacy groups 

such as the EFF are opposed to BioBouncer and similar 

systems,citing both their questionable accuracy and 

potential for misuse. 

https://www.engadget.com/2006/02/28/biobouncer-facial-recognition-system-for-bars-clubs/


From Whom is Information Private

Business Records
• 3rd party doctrine tells us that we have no expectation 

of privacy for records that are maintained in the normal 

course of business (including things like call logs, etc). 

• Specific legislation my dictate  that certain kinds of 

records not be disclosed.

• Privacy policies or contractual requirements may do the 

same.

Expectation of Privacy implications
Not that information can-not be obtained, but rather the 

conditions under which it may be obtained.

by a business in their normal course of 



Privacy of Electronic Mail

from the 2012 Version of FBI Domestic Investigations and Operations 

Guide, which the ACLU got through a FOIA request: 

In enacting the ECPA, Congress concluded that customers may not retain a 

“reasonable expectation of privacy” in information sent to network providers. . . [I]f 

the contents of an unopened message are kept beyond six months or stored on 

behalf of the customer after the e-mail has been received or opened, it should 

be treated the same as a business record in the hands of a third party, such as 

an accountant or attorney. In that case, the government may subpoena the records 

from the third party without running afoul of either the Fourth or Fifth Amendment.



Privacy of Electronic Mail
https://www.wired.com/2017/02/trump-power-email-privacy-act-never-urgent/

New proposed legislation

changes this.

The email privacy act could 

require government agencies to 

obtain a warrant before seizing a 

criminal suspect’s online 

communications that are more 

than 180 days old. Under the 

ECPA’s existing logic, those older 

communications are considered 

abandoned, and thus not subject 

to a reasonable expectation of 

privacy. Amendment.

https://www.wired.com/2017/02/trump-power-email-privacy-act-never-urgent/


Overriding Expectations

For business records and other items without an “expectation” of 

privacy, there is still criminal and civil procedure that must be applied to 

obtain such records.

Three classes:
What is truly considered public

Investigators ask witnesses, look at public records, or other 

material considered public.
Items like business records or information held by third parties

Investigators issue subpoenas or other forms of process for 

specific records. Though arrangements have been entered into 

for direct access.  Such arrangements are troublesome.

If there is an legislated or legal expectation of privacy
Investigators must obtain a search warrant, which has a 

higher burden of probable cause than for subpoenas.



Can Public Tweets be used by LE
https://www.engadget.com/2016/12/15/twitter-stops-dataminr-from-sharing-tweets-with-police-hubs/

Should Law Enforcement 

and intelligence agencies

really be stopped from

using information that 

is published to the rest

of the world.

Twitter thinks yes.

https://www.engadget.com/2016/12/15/twitter-stops-dataminr-from-sharing-tweets-with-police-hubs/


Electonic Communication Privacy Act (1986)

https://it.ojp.gov/PrivacyLiberty/authorities/statutes/1285

Title I of the ECPA, which is often referred to as the 

Wiretap Act, prohibits the intentional actual or 

attempted interception, use, disclosure, or 

"procure[ment] [of] any other person to intercept or 

endeavor to intercept any wire, oral, or electronic 

communication." Title I also prohibits the use of 

illegally obtained communications as evidence. 18 

U.S.C. § 2515.

Many issues to be discussed.

https://it.ojp.gov/PrivacyLiberty/authorities/statutes/1285


CAL ECPA
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201520160SB178

https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201520160SB178


ARTICLE 8 – European Convention on Human Rights

Right to respect for private and family life

1. Everyone has the right to respect for his private and 

family life, his home and his correspondence.

2. There shall be no interference by a public authority with 

the exercise of this right except such as is in accordance 

with the law and is necessary in a democratic society in the 

interests of national security, public safety or the economic 

well-being of the country, for the prevention of disorder or 

crime, for the protection of health or morals, or for the 

protection of the rights and freedoms of others.



Europe’s GDPR

Extends privacy rights to corporate use of data.

Includes “Right to be Forgotten”

More on this later in the semester when we speak about 

regulations.



Right to be Forgotten (before GDPR)

http://ec.europa.eu/justice/data-protection/files/factsheets/factsheet_data_protection_en.pdf

• In 2010 a Spanish citizen lodged a complaint against a Spanish newspaper 

with the  national Data Protection Agency and against Google Spain and 

Google Inc. The citizen complained that an auction notice of his 

repossessed home on Google’s search results infringed his privacy rights 

because the proceedings concerning him had been fully resolved for a 

number of years  and hence the reference to these was entirely irrelevant. 

He requested, first, that the newspaper be required either to remove or 

alter the pages in question so that the personal data relating to him no 

longer appeared; and second, that Google Spain or Google Inc. be 

required to remove the personal data relating to him, so that it no longer 

appeared in the search results

http://ec.europa.eu/justice/data-protection/files/factsheets/factsheet_data_protection_en.pdf


In Later Weeks

This week we had a brief introduction:

• Some foundations to guide us especially with 

respect to constitutional protections.

In Later weeks we will discuss:
• Going dark from a law enforcement perspective

• The legal and ethical battle between the FBI and Apple of retrieval of data 

on a cell phone.

• A History of Mass Surveillance



Going Dark 
from a Law Enforcement Perspective

Those responsible for protecting us are not always able to access 

evidence and/or materials necessary for their job to prosecute crimes 

and prevent terrorism even when they have a lawful reason to do so. 

Examples:

• Monitoring Phone calls, e-mail, and live chat sessions  of criminals 

and terrorists

• Recovering Data stored on the devices of criminals and terrorists, 

such as e-mail, text messages, photos, and videos

For this reason, they seek solutions (laws) that will enable such 

access.
– In many cases, the laws they seek try to impose technical solutions to 

this problem.

– Can there be technical solutions to the problem as defined above?



Post Snowden Distrust of Government
“The people of the FBI are sworn to protect both security and liberty. We care 

deeply about protecting liberty—including an individual’s right to privacy through 

due process of law—while simultaneously protecting this country and safeguarding 

the citizens we serve.” - FBI website

“In the wake of the Snowden disclosures, the prevailing view is that the 

government is sweeping up all of our communications. That is not true.” - ex FBI 

Director James Comey.

“Those of us in law enforcement can’t do what we need to do without your trust and 

your support.” - ex FBI Director James Comey

Distrust of Government is a good thing.



Are they listening to 
me?
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Title III Wiretap
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How hard is it?
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yGJ Subpoena

Request to the United States Attorney’s Office

Relevant to the investigation

Non-disclosure Request

Periodic Audits

2703(d) Order

“Specific and articulable facts showing that there are reasonable 

grounds to believe that the contents of a wire or electronic 

communication, or the records or other information sought, are 

relevant and material to an ongoing criminal investigation.”

Pen Register / Trap and Trace (18 U.S. Code §

3122)

“Information likely to be obtained is relevant to an ongoing 

criminal investigation being conducted by that agency.”

Search Warrant - 2703(a)

Probable cause to believe that the information associated with 

the [account] constitutes evidence, fruits, or instrumentalities of 

criminal violations of 18 U.S.C. § 1030 (Computer Intrusion).

Notification Requirement

Search Warrant - Physical

Probable cause to conclude that [specific list of what you are 

looking for], which constitute evidence, fruits, and 

instrumentalities of violations of 18 U.S.C. § 1343 (Wire Fraud), 

will be found at the [location].

Notification Requirement

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1419699195-1912303259&term_occur=200&term_src=title:18:part:II:chapter:206:section:3122


Communications Assistance for Law 
Enforcement Act (CALEA) - October 

25, 1994
It requires that telecommunications carriers and manufacturers of telecommunications equipment design 

their equipment, facilities, and services to ensure that they have the necessary surveillance capabilities to 

comply with legal requests for information. - FCC 

Currently thousands of companies provide some form of communication service, and most are not 

required by CALEA to develop lawful intercept capabilities for law enforcement. - FBI Website

As a result, many of today’s communication services are developed and deployed without consideration of 

law enforcement’s lawful intercept and evidence collection needs.  - FBI Website 



So What Does It Take for the Private 
Sector?


